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FOREWORD

(U) The Northeast power failure of 9-10 November 1955--the
"Creat Blarkout"--dramatized, as never before, the utter dependence
of the United States and other advanced nations on a reliable, con-
stant flow of electrical energy; There 1s virtually no aspect of
modern 1ife that is not in some critical sense dependent on electric-
ity. It is the "lifeblood" of industry, transportation, communica-
tions, commerce, and social life. No modern nation can long survive
when 1t s deprived of this vital energy source. ©Pull the electrical
2lug from soclety, and most of the vital productive, distributive,
and socizl processes willl come to a sudden, screeching halt. Pro-
long that outage for a significantly long period of time, and the
soclety will no longer be able to sustain itself in its present
form. With each passing day of electrical power deprivaticn, the
society will experience 2 pregressive degradation in its integra-
tion, productivity, and capacity for growth and development. Con-
tinue that power deprivation for weeks and menths, and people will
be forced to a primitive level of survival and subsistence in which
the comrlex processes of a modern, interdepgndent society can no

longer bte sustained.

(U) This crucial dependence of modern societies on z constant
flow of electrical energy has always been implicitly recognized by
thoughtful observers. But, in the United States, at least, neither
the expert nor the layman ever seriously doubted the capability
of the U.S. power industry to continue to supply this vital source
of energy. Prior to the Northeast blackout, the U.S. power industry
and government power officlazls had generally painted a reassuring
oicture of the industry's strength and relative invulneradility

Tc either an internal breakdecwn or %o an external attack.
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nepresentative Walter Rogers (Democrzt, Texzs), Chairmarn of the
nouse Commerce Committee's power subcommi ittee, on the ceay after
the fallure, expressed 2 widely helé vZew: "I haéd no icdea anything
ike this could happen. Power authorities nzid legd Congress to
delieve over the years that a fallure such as vesterdey's could

nct oceur because of built-in safeguards in <he power system",

tU) Even under ccnditions of massive nuclezr zt+zck. the v

exnected to be rélatively unimpaired. In October 1964, for example,
ne¢ Defense Zlectric Power Admini ion (DZPL), Department of
Intericr, issued z report of a study on the "Vulnerablliiy of
Electric Power Systems to Nuclear Wezpons." 12 That study, funded
by the Office of Civil Defense znd conducted by DEPA with the
suppert of the electrlc power industry, assumed z hypothetical
attack cn 206 urban-military targets and the corresponding destruc-
tion of the 206 largest power plants in the United Stztes. Despizte

this heavy damage, the report concluded that "the remeining

e¢nerating capaclty on a national basis would be more than adeguate

(141

o meet the surviving load." More specifically, 1t concluded that
"the electric power industry has the capability to furnish service

tc the surviving population during the shelter confinement pericd

(D plus 1 to D plus 15) as well as during the succeeding decon-

ot
o
Y

mination and recovery periods (up to D plus 120)}," znd "that

ot

here 1s no need for supplemental emezrgency generztor sources." -
ir. explaining the "relative invulnerability and flexibi ility" of

the power system under conditions cf such an attack, the report
pointed to two principal reasons: (1) "the widely dispersed
locations of the nation's generating plants mean thas many plants
with considerable generating céoacity would not be damaged," and

(2) "the interconnected nature of the transmission systems often

‘urT Dispatch, 10 November 1965, 1536 EST.
D

o

epartment of Interior, Defense Electric Power Admini=tration
ulnerapility of Electric Power Systems to Nuclezr Weapn ns, (d*sh‘ngt:
S Governmenu Printing Office, 19€4), Unclassifiec.

U
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make 1t peossible to Fhannel fai;able generzting capacity to aress
nermally supplied by plants thet were damaged." Thus "even though
the core city power plants were destroyed, the multiplicity of
glternatlive power sources, via interc-nanecticns frem the north,
south and east, made 1t possiﬁle to maintain service toc the sur-

viving load."l

(U) In view of these and other similar optimistic reports,
reassurances, znd predletions, it was net surprising that the

Northeast power failure produced a sense of shock among responsible
government officials. This shock, in turn, stimulateé a new wave

of investigations designed to uncover the vulneratilities in the

sysvem and tc indicate the corrective actions that should be taken

ct
O
th
ot
*3
1)

ngthen 1t. Within hours after the initial occurrence of
the failure on 9 November 1965, President Jcnnson ordered <he
Cheirman of the Federal Power Commission (FPC) to conduct a full-

scale investigation of the event, in these words:

Today's rfallure is a dramatic reminder of the importance
cf the uninterrupted flow of power to the health, safety,
and well being of our citizens and the defense of our
country.

This failure should be immediately znd carefully
investigated in order to prevent z recurrence.

You are therefore directed to launch & thorough
study of the cause of this failure. I am putting at
your disposal full resources of the federazl government
and directing the Federal Bureau of Investigation, the
Department of Defense and other agencies to support you
in any way possible. You are to call upon the top experts
in our nation in conducting the investigation.

A report 1is expected a2t the earllest possible moment as
to the causes of the failure and Ehe steps you recommend to
be taken to prevent a recurrence.

'pig., op. 5-11.

Memorandum for Honorable Joseph C. Swidler, Chairman, Federal
Power Commlssion, from Lyndon B. Johnson, The White House,
Weshington, D.C., § November 1G65.

UNCLASSIFIED 3
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(U) Irn response to this directive, the FPC issues zn initis:
. - .
repcrt to the President on 6 December 1865," and an interim report
cp 2
in Aprild 10355, The finzl three-volume report of the T2C was

pudlished end sent tc the President on 19 July 1967.-

(U) -In addition to the FPC investigetion, numerous cther

publiic and private agencies undertook their own gtudies

Fal
-

ct

-
n

8]

"o

ernt, elther in conjunction with the ¥PC study cr indecenden

m
<

ly.

ct

Fzjor studles have been conducted by Che Federzl Communicztions
Commission (FCC), the National Cormmunications System (NCS), the
Defense Communications Agency (DC&), the Militzry Services, the
House Subcommittee to Investigate Power Failures (the Rogers
Subcommittee), the electrical industry itself, and by various other
governmental, industrizl, and private groups. The past and con-
tinuing reports of these agencies document in detzil the effects

of the power failure on various syscems, activities, and operations;
the physical deficiencies anq vulnerabilities revealed Dy the event;
ané the remedial actions that should be or have been faken to
correct the noted deficiencies. Taken as a whole, this mzss cof
deccumentation provides the largest and most thcrough body of

information ever assembled on the U.S., electrical power system--

1.

its strengths, weaknesses, and the ecritical effects that oceur
when various communication, transportation, industrizl, commercizl,
heelth, safety, and defense fazcilities and installations are sub-

Jected to power cutages.

(U) 1In general, these studies have revezled various physiczl

vulnerabilitiesrin the power grid system, numerous vital facilities

1Federal Power Commission, Northeast Power Fzilure November 9 and

10, 1965, A Report to the President by the Fedaeral Fower Commissicn,
Decemper 6, 1965 (Washington: U.S. Government Printing Office,
December 1965), ' .

2Federal Power Commlssion, Continuing Activities of the Federzl
Power Commission in Power Failure Analysis, An Interim Report by
the rederal Power Commission, April 19606,

3z

rederal Power Commission, Prevention of Power Failures, a Report
tc the Fresident by the FPC, July 1967 (Weshington: U.8. Government
Printing Office, July. 1967), 3 Vols.

a-
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rower, ané certain technical and procedural problems in trhe main-
Tenance and operaticn of commercial power systems and auxililary

Ecwer generztors. Many of the reveazled technical an

£
‘U
bt}
g
n
' -~
(3]
m
§.
(o N
1]
L1
-~
]

ct

ciencles have already been corrected by the responsible zgencies cr,

&t least, plans and provisicns have been made to correct <hem in

(U} Thus, the technical lessons of the Northeas: power fzilure--

need to strengthen the power grids, to provide additional ovr

[4+]

T

1-4
ct

giternative sources of stzndby power for criticzl facilities znd
functions, and to improve procedures for maintaining and cperat-
ing electrical generators and associated equipment~-have, for the
most part, been well documented and, in some cases, are being aprlied

to achleve physical improvements in the system.

(U) But there are other, different lessons still ﬁo be learned
rom the Northeast power fallure. That event not only revealed
physical and technical vulnerabilities and deficiencies in the
power and communications system, it alsc provided a criticazl test

¢f the U.S. capebllity to detect and act upon potentizl warning

indicators.

(U) The real cause and source of the Nertheast power failure

vas not finally determined until five days after the even:t. It

as only in retrospéct that the early interpretation of the event
gs one caused by an internal brezkdown in the power system--rathe
than by sabotage or enemy-caused action--fortunately provéd correct.
In this sense, the blackout provided an analogue to 2 Pearl Harber
kind of attack that did not happen. It contained many of the same
elements of ambiguity and uncertainty that characterize most rezl
international crisis and disaster warning situations. It provided
various kinds of warning cues or indicators which we know from
past experlence should have produced a2 state of increased alert
among the responsible intelligence, warning, aznd military command

and control agencies.

wn
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(U) This 1is the context in which the present stucy views the
Lertheast power failure. Except in passing, 4+ ie nct concerned
with the physical effects of the power failure, but rather with
+nhe present soclal organization and procedures for gathering,

processing, analyzing, and communicating information zbout potentizal

t+

thre

&

<
m

+s and dangers that arise in the domestic arena. The study

w

Adresses two basic, interrelated gquestions: (1) Is the U.S.
government and military command and contrcl system adequatelj

-~
e

L
L1}
m
ja ]
1-!-
v
)
'oN

and prepared to detect and respond 1O possitle enemy caused
c» enemy inspired actions that originzte withnin the gecgraphic limit
of the Nation and in contiguous sreas? (2) If not, what steps OF

actions might be taken to improve this capabllity?

(U) The author believes that there are important lessons in
<his subject area which should be documented before the experience

of the Northeast power rzilure recedes too far into history.

UNCLASSIFIED 6
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I. GENERAL

L. TURPQSE
{C) This study reviews the Northeast power failure of §-10

s a domestlic crisis that prcovided 2 valuable and

A) |

Kovemoer 196
rezlistic test of U.S. intelligence gethering, wzrning, and communi-
cetion capabilities. Its generzl purpose 1is to 1dentify some prob-
lems of danger detection, warning, and communication revealed by
that event. DMcre specifically, this case study &aims:

1. Tc examine the capability of U.S. command and control
agencies (a) to detect, investigate, and assess the causes, scope

and effects of the failure; and {(b) to communicate this information

B

imely and effective manner to epprcpriate civil and military

<tk

ooa

itie

n

; &nd

-
ueno

o

'3

2. Tc utilize the experience of the power feilure as a

neans of identifying, describing, and analyzing actuel and potential

3]
ct

deficiencies in the corganizaetion and procedures for detecting,
analyzing, and communicating Information about domestic threats and
dangers that may have relevance for naticnal security and U.S.

militery capabilities.

5. SCOPE
(U) Previous studies and aznalyses conducted by the Federal
Power Commission (FPC), the Federal Communications Commission (FCC),
the National Communications System (NCS), the Defense Communications
ktgency (DCA), the Organization of the Joint Chiefs of Staff (0JCS),
the Military Services, the Congressicnal Subcommittee to Investigate

Power Failures (the Rogers Subcommittee)}, the electrical industry

itself, and by numerous other official and private agencies have



<ended to focus primary a2ttention on the physical defliclencles in

tnhe power and communications system that were revealed by this

crisis.

(C) The present study supplements “heze valuable ané essentvial
physicel znalyses by focusing major attention cn the organizationzl,

precedural, information collecticn and preocessing, and communication

the crisis,

(C) The various centers covered in thies report incliude the
following:

1. National Military Command Center (NMCC)

5. National Indications Center (NIC)

3. White House Situation Room {WHSR)

L. Office of Civil Defense Operations Room (OCD-0R)

5. Office of Emergency Planning-HIGH POINT (OEP-HP)*®

£, TFederal Aviation Agency Communications Centrel Center
(FPEA-CCC)

. State Department Operations Center (3DOC) .

North American Alr Defense Command-Combat Operatlons
Center {NORAD-COC)

9. National Warning Center (NQC)
10. Air Defense Command Fost (ADCE)
1. Ailr Force Command Post (A&FCT
12. Army Operaticns Center (A0C)

13. Navy Flag Plot (NFP)

(CY In 23ddition to these primary informatilon collection and
processing centers, various subcidiary communication and'technical
control centers that supplied information and data to the primary
centers were alsc covered. These included:

1. NMCC Washington-Moscow Emergency Communications Link
Room (NMCC-MOLINK)

leve term "HIGH POINT" is used here because it is the more familiar
term for the OEP classified relocation site, The offlcial OEF
designation is "Special Facilities Division."

Gl b
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2. NMCC Emergency Actlions Room (NMCC-EAR)

2, NMCC Commur:i‘cations Center (WMCC-CC)

Y. NMCC Technical Control (NMCC-TC)

5, Depariment of the Army Communications Center (DACC)
6. U.S. Army Interagency Communications Agency (USAICA)
7

. Department of the Army, St
Q.I.
[y ¥

tegic Communications Director-
zte, Telecommunicatlons s

0fstee (STRETCONM-TSO)

& Defense Communications Agency, Operations Center (DCL~OC)

(C) The report begins with 2 recapitulaticn of the overzll
nature of the crisis and a summary of some of the salient effects
of the blazckout cn the affected civil sector of society and on
public behavior. This is followed by a section that summarizes

the effects of the power failure on various military, civil deflense,

and other governmental facillties, eguipment, and systems,

(C) This resume of salient effects on civil, military, civil
Gefense and governmental facilities and systems establishes the
packground and context for reviewing how various comﬁand and com-
municaticns centers named above responded to the crisls, both in
terms of their own internal organizational needs and in terms ¢of
their contacts 2nd the exchange of information with other centers,
agencies, and personnel. This review focuses on how and when
the centers firs:t learned about the event, what actions they took
in response to the information that they received, and how some of
the responsible participants in +hese centers viewed the event in

retrospect.

(C) Following this examination of the information collection
communication activities of the various centers, the report moves €
a more general level of analysis in which an attempt is made to isc

late various problems and deficiencies revealed by the crisis.

C. SOQURCES OF DATA

(C) The following baslc sources of data were utillized:

1. CEmergency Action Logs: Communication and emergency actlor

'logs for the period 9-11 November 1665 were ccllected from each of

\Ne]
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tne 21 primzry and subsidiary command and communiceticn centers
noted previously. In addition to those zlready noted, tne KLl data
ineludeé taped telephone transcriptions of tThe Emergency acilons
Zoom, the logs of the Commandé Center Operaticns Chilef (TCIOC), the
horth American (N&) Desk, and the State Degertment Desk., These lcgs
znd telept:ne tazpe transcriptions contain a2 record oI the telephens
communications and other actions taken by each center.

2. Interviews:; Personal interviews were conducted with a

total of LS key people in the above named centers and with varlous
cther experts on the power failure. The interview data hazve been
utilized to clarify and supplement the dazta contalned in the

emergency action logs of each major center, and to isolate various

problems and deficiencies that were identifleé by the respondents.

3. Investigative Reports: The Northeast power fazlliure resultec

in the producticn of dozens of initial and continuing studies by
numerous government and private agencies, and the findings of these

crevious studies have been utilized in the present report.

4, Messages, Correspondence, Internzl Memorandz, and Other

Documents: The author was given access to the files on the Necrth-
east blackout contained in the 0JCS Operzticns Directorate (J-3)
zné the NMCC; the Defense Director of Research and EZngineering
(Deputy Director for Electronics and Informetion Systems); ana

tne Assistant Secretary cof Defense for Administration (Nationel
Communicetions System). These files collectively include the
government messages that were transmittec during and iﬁmediately
following the crisis, a large volume of correspondence, internal
memoranda, position papers, speclezl reports, and other documents
that proved useful both in reconstructing the effects of the power
fzilure and in delineating the subseguent steps that have been
taken to correct or remedy some of the deficlencies revealed by
the event. Copies of eritical messages, procedural guidelines,
znd other background papers were also collected from many of the

other centers azlready noted.

)
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7. EFFECTS OF THE NORTHEAST POVER FAILURE ON CIVIL SOCIETY

£. GEINERLL DESCRIPTION

(U) The Northeast power fallure of 9-10 Novemper 19€3 wes
t+he mest dramatic powér failure in the histery of North Americe.
Tt covered an area of 80,000 square miles--including eight norin-
easterr states and the Province of Ontario, Canada--and it zffected
the lives of an estimated 30 million people.

(V) The outage started at 1716 ES'I‘1 on Tuesday, 9 Ncvember

1965. VWithin a period of 12 minutes (from 1716 to 1728 EST),

28 separate electrical utilitiles, ineluding some of the Nation's
largest, went down 1ike a row of dominoces and the entire affected
zprea was plunged into darkness. The geographic boundaries of the
rfzilure area included virtually all of New vork State, Connecticut,
Magsachusetts, Rhode Island, and small segménﬁs'of northern
Pennsylvania and northeastern New Jersey. Substantizl areas of
Ontario were also without power. Hew Hampshire and Vermont were
subject to spotty failures that lasted from tnree minutes to severs.
nours. Maine did not experience any fzilure. The map shown in
Figure 1 outlines the affected area and lists the outage periloeds
for various parts of the arez. Tt will be noted that parts of the
effected area head electrical service restored within 15 minutes,
put most of the area was placked out for periods ranging from 3

to 8 hours, and in New York City,; ccmplete ;@rvice was nct restored

until 0700 on Wednesday, 10 November--an elapsed time of over 13

hours.

lThroughout this report, 2ll time references will be given In
Eastern Standard Time (EST).

UHCLASSIFIED . 11
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NOTE:
BOUNDARIES SHOWN ARE ROUGH APPROXIMATIONS, ST -
SOME SMALL AREAS WITHIN SHADED AREAD DID NOT OUTAGES

LOSE SERVICE AND SOME RESTORATIONS OVERLAFPED
THE BOUNDARIES SHOWN,

- -
_ NG

FIGURE 1 (U). Power Blackout in the Northeast, November 9, 1963,
Generolized Areas of Outage (U)

MOMENTARY TO 15 MINUTES

15 MINUTES TO 3 HOURS

JHOURS TO & HOURS

8 HOURS TO 13 HOURS
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{U) This massive blackout graphicelly ﬁemonstrated'the utter
dependence of the United States (and of cther highly developed
nations) upcon a continuous Supbly of electricel energy. Throughout
the zffected areaz and in city after city the whole intricate mechén-
ism of trapsportation, commurications, manufacturing, commerce,

and the normal routines of daily iife yas severely disrupted.

Some of the highlights of this impact on the facilities, systems,

o

nd socizl processes in the affected & are detziled below.

+
5]
m

Transportation

(U) Transportation throughout the &rea was severely hampered.
Subways, streetcars, and electric trains froze in their tracks.
In Toronto, 12,000 subway riders were stuck underground fcr up
to an hour. But New York City's subway STODDage was worse. An
estimated 600,000—800,000 people were stranded in the subways
of New York, and &t least 10,000 people were still on the immecbile
subway trains at midnight. Tens of tnousands of commuters and
other travelers were also stranded on trains or in railroad staticr
ss rail travel in the New Yorx City area came to & virtual stand-
sti1l. All railroads except one were cut of service until 0500,
10 November. Throughout the entirg affected region, railroad
operations were hampered by the outage, since most railroads depen

on commercizl power to operate signal systems.

(U) Massive traffic jams occurred in cities throughout the
region due to the railure of traffic contrcl signals anﬁ the
absence of street lighting. Autos and trucks that ran out of
gasoline had té be abandoned because the electrically operated
pumps in service stations would not work. Toronto haé z record
traffic jam compounded when streetcars and trolley buses carrying

some 48,000 passengers ran dead.

UNCLASSIFIED
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(U) Only & fcrtunate concatenatlon of events prevented &
mejor tragedy for tmne rundreds c¢f airliners and vrivate alrcreft

scheduled to land at the blzcked out civilizn alrports throughout

L1

the aresz. xceptionally clear weather, & bright, mooniit night,
the professionalism and ingenuity of rilots and ground personnel,
eand the fact that the en route facilities continued o operzie,

211 comtined to prevent what ctherwise could have been 2 fdisaster.
1= Teronto International Alrport, emergency 1ighting enabled cperz-
tions to continue. But commercial eirliners and otner civil a2ir-
craft bound fcr Boston, New York, ané cther mejor cities in the
vlacked out area had te be diverted to airports in Philadelphisz,
Newark, Washington and elsewhere. In the New York City area alcne,
it was necessary to cancel oI @ivert to octher zirports approximately
250 flights. Control towers at Xennedy Tn<ernational and LaGuardies
zirports were out of service for 11 hours and 35 minutes and field
lighting, navigational aids, and radar were without power zné
inoperative until 0530, 10 November. AL LazGuardiz Fleld, limitecd
cperation was restored after 2 two—hoﬁr delay by using 2 makeshifs
communication system (composed of & radio transmitter/receiver set
on a truck and radios in two parked aireraft) ané by lining &
runway_with flare pots. A total of oh0 airereft were landed
during the night using this makeshift system. A similar situation
prevailed at Logan Field in Boston, where the Tower and radar were

inoperative for 4 hours and the instrument landing systems for 3

hours.

Communications

(U) Public communication facilities throughout the affected
area experienced the impact of the power failure in different

ways.

UNCLASSIFIED
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(¥) Standard broadcast radio service continuel despite
cne b_zz2kout and played a significant role in telling the general
public what was happening and what to do in the early nours of the
tlackout. Within the affected zrea, cut of 174 AM radic stations;

2 +octazl of 3L stations experienced no power outage and they continued

¥

. &n

broadcasting without any interruption of service. Withdi W0U

I-$

-

.

a2fter the power shutdown, an additional 78 stations {inclu

p=
L

Ing
daytimers) were able to resume broadcasting by operating on auxiliasry

oW

1]

r equipment. Signals from these stations covered the entire

‘0

arez affected by the blackout.

(U) A noteworthy feazture of the event was the putlie
reliznce on the AM battery-powered transistor radic which, for many
people in the blacked out area, was the only means of hearing news
beoadecasts. A special TRENDEX study, published 29 Novemder 1963,
reported that in an 18-county New York metropolivan area during the

nlackout, 72 percent of &ll adults listened to radio. In plac

3

s not
directly affected by the power fallure, but in the general l1l&-county
area, $3 percent of adults listened to the radéio., Overall, 1t con-
ciuded that even with the blackout, which zffected most of the New
York metropelitan area, 81 percent of adults could still listen 1o

|
ratio and that § out of 10 4id.”

(U) The operations of FM radio and television broadcasting
were more seriously impeded by the power outage. Out of a totzl
1568 PM broadcast stations in the ares, 9& stations were disabled for
the duration of the power fzilure, 18 stations experienced no power
failure, and 25 stations resumed operation within cone hour with
emergency power. Most televisicn stations, the operatlions of whilch

depenéd on commercial power, were oul of service for the full period

1Reported in Office of Civil Defense, Effectiveness of Emergency
Government Organizations and Systems during the Northeast Fower
Failure of November 8, 1365, December 1965, Unclassified, p. 11,

15
URCLASSIFIED



UNCLASSIFIE | (

of the power fazilure. The 1nabllity of most FM and TV stations to
continue broadcasting was of little moment, hovwever, singe the

public had few tattery-operaied FM receivers and still Tewer tettery

Newspapers and Press Services

fU) Newspapers ané the news services in the affected
erez were simizlarly hard hit. Of the three morning péapers in New
York City, for example, only the "Times" managed to print z Wed-
nesdzy edition--of only ;0 pages, with no advertising. it used

the fazcilities of the "Newerk News" across the river in HNew Jersey.

(U) Associated Press lost all of its New York based
teletype circuits Decause the drive mechanisms con the machines
wory off ordinary wall plugs. Facsimile machines 21l over New
Vork City quit, forcing magazines that faced deadlines to televhone

copy ¢irectly tc printing plants.

Common Carrier Services

(U) The zbility of the common carriers to maintain gervi
during the blackout depended upon the aveilability of emergency or
alternate power sources, sné the switching or transferring of

certain loads to unaffected zreas.

(U) The telephone companies Ior many years have eguippe<
central offices and_communications centers with emergency power
systems (including both reserve battery power and diesel or gas
turbine generators). For this reason, telepnone communications
were maintzined in most areas throughout the blackeout period. Som
areas in upstate New York and New England were without service for
short periods and numerous private branch exchange switchboards
(PBX's) and call directors were inoperative because they depenced
on commercial electric power 1o operate signal lights, bells, and

other contrels.

16
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(8) Local exchanges, long disteance &nd overseas telephone service
were unimpeired except for problems of providing service te egulipment
which depended upon local power scurces for operation cf tele-
cvpevriters and other types of communicetion and printing eguilp-
merit. However, delays in placing cealls were experiencec because
of overloading of long distznce and loczl lines, especlzlly in New
York City, due to the inability of some companies tc meet such an
abnormzl pezk load. In the New York Telerhone Company arez, for
example, dizl traffic from 1730 to midnight wazs double the normal

loed.

(S) ©Public message and commercizl private wire services were
2+ a virtual standstill due to the power failure, which prevented
the use of teleprinters and facsimile egulpment regardless of the use
cf emergency power by the telegraph offices, Telegraph service
interruption varied from relatively short deilays in some areas to
zs much 2s 14 hours in others. In New York City, telegraph ser-
vices were out until 0740 the next merning because the main Western
Unien Office in the city lost its two AC and one DC commercial power
sources, a contingency that had never been contemplated.l As will
be noted in a2 later section, this power failure atv Western Unicn's
mzin New York office 2lso affected several militery systems (includ-

irng the Bomb Alzrm System and the AUTODIN system).

(S) The central offices of the international record communi-
cz<ions carriers (ITT World Communications, Inc.; RCA Communicacvions,
Inc.; and Western Union International, Inc.) are 211 located in mid-

town Manhattan and all were dépendent on commercial power supplled

lA few months before the 9-10 November power failure, the main
Western Union office at 60 Hudson Street, New York Cilty, had
removed its auxiliary power generator (eguipped with '"no break"
power) and switched to three different sources of commercial power,
including two separate AC circuits and one DC circuit. This was
done because the history of commercial power supply to the Western
Union building for mecre than two decades had never shown a similar
situation where both AC and DC sources failed ceoncurrently, nor had
either supply failed for such a prolonged period of time. Scurce:
Interview No. 33, 11 February 1966, p. 2.



Carriers neaving emergensy power

1 B e
L8y Ecvermmerns cotmuinlizaticns,

9e oifered becausge ¢ The lack

¢l powsr in the cussomer's clfices. (& numbsr of milizary circud

(U) °=c
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ice and fire departments wers lefs wlthcut normzl

cemmunications, dut in mose céses they hzd the necessary aukiliary

C.acKout period. che#er, not-zll publice safety_cbmmunication
neels were met. In some czses Tire stzation zlzmm systems digd aos

work off the zuxiliary power; home glerting systems fcr firemen

The Iimpact on automobile, bus, rail, and trucking services wzs
minimal, except that there weas some Tfazilure ¢f railrozd bzse stations

which were dependent on commercizl Dower., Ship operziicns were

tnrough the usge c¢f emergency power generators.

(U) The problem of the aviation services was minimized

Sy the reduced number of flight schedules during the nignht.

1 - - -

"This category includes 2z highly diverse grouping of radio station
licensees, both individuzl and cthers, in aviaticn, public safety,
er and citizens.

meritime, industrial, land transportation, zmazteur
] b 3
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Scheduled zir carrier operations continued and sufficient reliable

cernmunications

be-ween the aircraft and supporiing ground facili-

~4es were available. International &air operations in the Norin

Atlantic zreaz 2

communiczte

w

Y}

ermuda, &nd Gander. Support land

né to the south that were tempcrarily uratle o

+n Yew York used the facilities at Miami, San Juan
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ffected, but there was no adverse effect on zir safety.

Some amateur and citizen radic licensees furictioned =zs

zauxiliary unic<

for police and fire departments, arranging Tor

emergency transportation, and assisting in traffic centrol.

Summary of Other Effects

(U) The critical vulnerabilities of the U.5. to such & massive

power outage were revealed in many ctner domestic areas of life.

Hospitals

(w)

Approximately 855 hospitals were without commercial

power as 2 result of the failure. With the exception of New York

City, virtually &li hospitals had some form of standby power avail-

zble for the coperating and emergency IOOCmME, slevators, andéd other

critical needs.
150 hospitals,
many hospitals
fire officials

tzin essentizl

Tn New York City, however, out of approximately
iess than half had adecguate emergency DOWEr. At
wifhout emergency power, civil defense, police, and
were‘called upon to supply portable units to main-

facilities and to help in the movement of patients.

vices

()

Operations of water and sewage systems dependent on

pumping operaticns were impaired throughout the area. In western

Massachusetts,

four of ten water supply systems were urizble to

carry out pumping operations for periods varying from 15 minutes te

three hours; and in the Jamailca area of Queens, New York, the water

system was out

UNCLASSIFIED

of service until around midnight.
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(U) Lack of trensportation and fallure of gzscline pumps
1e£< many people stranded in downtown areas of New York City, whers
rotels were unazble to provide zceommodations on upper f{locrs Decaus
cf lack of elevator ané water service.

_(U) Tn hundreds of stzlled elevators in business cffices
and apartmznt bulldings, people were trapped up UO seven hours

until firemen and maintenance workers broke through walls zand

m

nafss o rescue them. Thirteen elevetcrs—--and 96 passengers--

were suspended in the lofty reaches 6f the Empire State Bullding

Indus<ry and Commerce

(U) Initial estimates of the totzl econcmic loss atirib

D

utable to the power feilure were in the neighborhood of $100

million, much of which was not covered by insurance.

(U) Manufecfuring processes in the affected aresz cene
+o & standstill and the power interruption was felt severely Ty
some industries. For example, Dunlop Tire's Buffalo plant lost
1,700 tires (worth $50,000) when power fzi1led during the critical
curing process. At the Tonawanda, New York, Chevrolet plant, 250
engine blocks had to be junked Dbecause rnigh-speed drills frocze
while boring piston holes. Bakerieg througheout the arez were
similarly affected. In New York State zlone, 300,000 loaves of

bread were spoiled.

(U) Erokerage houses, banks, anéd other finanéial insti
tions in New York, Boston, and cther cities were severely handi-
capped by the blackout.‘ Mountains of unsorted checks piled up in
banks when computers that can nrocess 200,000 checks hourly whirr
to a halt. Fifty million pieces of mzil--one fifth of the U.S.

total daily volume--piled up in post offices, causing some West

linen firemen broke into one of these trapped elevators and askec
the passengers: "Are there any pregnant women in this car?" A
man's voice came back: '"We've nardly even met." :

UNCLASSIFIED s
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Coast deliveries to lag as much &s two days.

(U) The stock exchanges in New Ycrk City delayed the
start of trading until about 1100 Wednescday, one nour after the
rormal 1000 opening. Most Nhew York commoiity exchanges cpened
iate, ané one dig not trade &t 2ll. As 2an aftermath of the black-
out many bénks, brokerage offices, and other commercizl and indus-
«pizal firms throughout the affecced arez faced huge backlogs of

o the failure c¢f &n estimated 20

[

work. This was cdue in part

nercent of the werk force to return to work on 10 November.

Homes and Farms

(U) In tens of thousands of darkened homes, apartments,
and ocn fzrms throughout tne affected arez, the public was made
acutely aware of their personzl dependence on electricity. Home
neating plants shut down; electric cooking stoves, disnwashers,
washing machines and dryers, zand the whole panoply of electric
nousehcld equipment and gaagets (electric blankets, sierec sets,
nzir dryers, can openers, razors, -tocthbrushes, carving knives,
doorbells, intercom systems, electric-eve garage 4OOTs, ete.)
suddenly proved useless. Food began spoiling in freezers and
refrigerators; farmerts pumps and electric milking machines would
nct work; and pecople were rorced to improvise solutions for thelr

most immediate needs with the resources near at hand.

Cc. PUBLIC REACTIONS TO THE BLACKOUT

(U) Large-scale disasters and mgjor crises tend £o unily
societies, to increase the normzl azmount of mutuzl aid and support-
ive behavior, and to decrease tne amount cf anti-social and

patholcgical behavior normally present in the affected populace.

(U) Contrary to the popular stereotypes, scientific cisaster
znd crisis studles have consistently shown that people confronted
with severe externally induced crises do not usually become panicky

and hysterical, do not engage in looting, crime, and cther forms of

UNCLASSIFIED
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selfish or anti-socizl tehavicr, znd generally exhibii an admiratle

amecunt of resiraint and concern fcr their rTellow human

o

Fi
eings,

(V) The public responses to the Northeast power tlackout

rovided no excepticns to these previously establiished Iinlings.

‘ts

The newspzaper and magazine reports of public behavior made Ireguent
refamence 'to the "crisis-born spirit of camzraderile anc exhlilera-
tion," and to the "friendliness" and "helpfulness” of pecple who
were sirandsd, trapped, or ctherwlise confronted with sicuatlions

in wrich their normel actions and patterns ¢f behavior were not
rezsiple. These impressionistic repcris were subseguently con-
firmed by & systematic study of the event by the National Opinion

esearch Center (NORC), which conducted a sample survey of the

-yl

effected populace (1,313 interviews) during the period 15-30

November 1965.

(U) Among other findings, this survey found that througnout
“me affected area one-thiré of the total populace ooserved unusuzl
friendliness and helpfulness between strangers, 12 percent reported

-hat they observed people mzking 2 holiday occasion of the blackoux,

of

nd only 3.6 percent observed what they intercreted as mercenary

m

benavior or "people taking unfair advantage of others." (The latter
categery presumably referred primarily to such actions as taxi
drivers charging higher than normzl fares znd venders and merchants
boosting their prices on items that were in great demand--flash-
lights, candles, lanterns, pattery-operated radios, etc.--during

tne plackout.)

(U) New York City has frequently been cited as the epitome
of the mass, anonymous, competitive, unfriendly -city where, under
__conditions of disaster or other severe crisis, chzos and antil-
social behaviof wotld reign supreme. Yet, despite the fact that
residents of the City were exposed to the blackout conditions-for
longer periods than any other affected area, the NORC survey found

that, on the whole, public response to the blackout was orderly

UNCLASSIFIED
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né calm; pecple were observed to be unusually friendly and helpful,

o)

~ad "festive mocds" were observed nore freguently than "opper-

)

I

cunistic behavier." Specifically, it was founé that 53 parcent

o

cf the City's populace reported strangers being more nelpful ang

n
friendly to each other than usual, 18 percent pbserved Tecs

-

e making

» holiday nccasion of the blackout, and about € percent reported

ct
a
[N
W
in
=
h
+
0
[u)

=zt they observed what they intercre riery behavior on

the part of other people.

(U) The fears of varicus rederal, state, and municipel
cffietale that the blackout weuld lead to 2 higher incidence of
iooting, rioting, roboery, and other forms of criminal or dis-
oréerly behavior in the affected area azlso proved unfounded.

Bast studies have consistently shown that the rate of theft, crimes

ainst persons, and other forms of anti-socizl behavior actually

m
o

1]

nés to decreazse under conditions of Gisaster and severe crises; and

ct
w

W
n

a2in, the Northeast power blackout experience supported thess

Ke)
e

evious studies. Although ipitial newscastis reporved "wholesale
icoting" in the Negro sections of Rochester, this report subseguently
proved to bDe false. Subseguent investigation showed, in fect

sn the night of the clackout, Rochester, New York City, and other

metropolitan &areas hzd less crime and public disorder than usuel.

lThe survey data reported in this secticn are contained in National
Opinion Research Center, Public Responses to© the Northezstern
Power Blackout, University of Cnicago, October, 1966.

2The'only méjor disorder reported during the nlackout was the

rioting of 320 prisoners in the Walpole, Massachusetts State
Penitentiary, which produced an estimzted $75,000 in damage.
There is no clear evidence, however, <o indicate whether or not
this prison riot weas actuzlly triggered bty the blackout or was
simply utilized as &n opportunity by the prisoners to express
their grievances against the prison administration.

ny
Lad
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IZI. EFFEICTS OF THE PCWZR “AIVURH On MILITARY, CIVZL
DEFENSE, AND OTHER GOVERNMENTAL FACILITIES PP“ SYSTZNE
L. ZRCXGEQUND

effezt of the ko ast power failure on militery facilities, the
Denz»tmens of Defense took the public and officiel positicon that no
essortizl defense system had been degraded. Shortly after the stars

o the biackout, the Department of Defense Public Affairs OIfice

-

reiezsed information to the press indicating that 'A repid check of
mafor military installations, including the Strztegic Air Command
and the Nerth American Air Defense Command, confirms thet
ccmmunications are intact." It was noted that fhere were repores
of aifficulty on some land lines "but there are adeguate aliternzce

routes to take care cf such emergencies: All Defense communicaticns

stztions heave zuxillary power systems."

(U) On 12 November 1965, the Chairman of the Federal Power
commission (Joseph C. Swidler) sent a messzge To the Secretary of
—

Defense indicating that the President nad reguested the FFC to

investigate the causes of the power outage and recuesting that that

t

agency be supplied "with any infermation or reports which you have
o

1 e

=h

~ ~he incident and its effects on your Cper ations and faeilities.
The SecDef responded to thls message on 15 November with & message
to Swidler, signed by the Deputy Secretary of Defense. It nctet

that "neo essential Defense Systcem was significantly degraded by the

power outage; nor was the capabllity of any unified or specified

command, or of any Service, to accomplish its assigned mission impair

l.csociated Press dispateh, 9 November 1965, 1838 EST.

zMsg., Chmn. FPC to SecDef, 121855 November 1065, NMCC/MC In No.
48358, 1219187 November 19€5. Unclassifled.

3Msg., SecDef to Chmn. FPC, 1523312 November 1065, Subj: "Irnact of
NE United States Power Outage on Essentlal Cefense Systems."
Unclassified. _ - .
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(3 Similzriy, in nis putlic testimony~ befzre <he Fause 7
Fepresentzaltives Specizl Subcorrmittee “o Investigzts Fovem Tellures,

chaired by Walter Rogers of Texzs, the Deputy Direct:r !

W
t
< -
(]

)]
¢
m
O
ll.
’_.
|l.
ok
&3
o

ere In Wasking:ton, or of any unifiag or

fled commang, or ¢l any service =s accomzlish its g3signsd

(8) In elaborating on the effects on command ang eon

the distinction betwesn "(1) wviezl nighly survivatle segure
communilcaticns of whicﬁi-gven under extreme duress-=cnly z relatively
Tew low capacity circuicts are. reguired; ;nd (2) ccmmunicat;ons for
the nermal day-to-day business of'supporting cur'forcesjin:read.ness
fcr.which a lzrge number of relativ vely high cazecity cirguits 1is
required."3 He ncted that "*he_fc"maﬂ--the Vital circuits--
designed throughout to cperate in an, emergency aﬁd any public Power
cutage will have no impact on their ;érfcrmarce " whersas "many
¢l our neormal commun ic=t‘ons circuits do derpend, to soﬁa degree

f
upcn publie power.”

(C) Though teechnically correct. when aprpliied retrespeciively o

<t

ne events cf the Nort heasu power fzilure, these publiic Stztemenss

vended To obscure some serious vulnerabilities o military command

“The chairmen cf the Subcommittee was in
neeting that there were snv rgl sensisd

Tm
u , , - / the fzilure of
- “Sme. Zomb Alarm System, etc.) that cou.rd not oo iscussed in open
hearings and it was suggested that 1f the Suocomm*tuee desired
esvimony on these, it should go into c¢closed session. The
Subconmittee chairnan decided, howeve‘, o avoid these sucjécts,
SO that the entire testimony of the Deputy Director, DDR&E, could
be given Iin open sessicn. Source: Interview No. 34, 25—Februzry
195¢.

o
H

iouse of Representatives, Hearings before the Soecizl Subcemmittee
tc Investigate Power Failures of the Commtctee on Enters:a:e ang
?o-eign Commerce, zizhty-ninzn Congress, ~irsc & Secend Sess iens on
-nvestigation c¢I Nertheast Power “Q*WLﬂa, December 15, 18335,
Fesruary 24, 25, 1966, Serial No. 89-40 (Washin ngteon: Govarmmens
’rinting Office, 1966) p. 60. :

p. 62.
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-sations znd osher Tacllitiszs To som—owad

erzial power

nanee

(C) It is.in this perspective——i.e -

Tecurrence of widespread commep 12l power failures un

\

2 BlfPfamgum=

—.'--‘ - w

set of internaticna&—znﬁ“ﬂvmestic envircnmanszl conditidns amg

the effects cf the blackous 7 military and civil defense £

b
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e
-

n
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ecTing other as of the naticn--thzt the follewi

and systems can best be apprecizted,
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EFFSCTS ON MILITARY FACILITIZS AND SYSTEMS

(C) The following bParagraphs briefly summarize the mzjor efrfeq

i

the power failure on various

Th particular exphasis on “Mese ¢ re

[ B

ev

N

and U.S. defense capabilities.
i — e
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review
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litary systems ang facilicies
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Zomh Alarm Svsienm

a

(S) The Zomb Alarm System (Display System 210-4), develcped

. is designed to detect nuclear detonations in selected target areas
ang to furnish information to appropriate &isplay centers within a
i

ew seconds after the burst. At the time of the power fzilure, the

n the continentzl U.8. znd %he

‘.l-
ct
[1)]
1]
=
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o
[
*

<

syvstiem covered ¢7 target s

two BMEWS sites 2t Thule, Greenland, and Clear, Alasks.2

(C) Each of these target sites is ringed in ez triznguler pattern
oy three or & multiple of three sensing devices which observe in
g2l directions. The status of the designated target zresas is

continually displayed at selected display centers, with respect to

recsgnition of & nuclear event (red light, alarm condition);

c‘LLuru.&

NG

B}

“The 07 target zreas covered in the continental U.S. included B84 -
milltary targets--mainly SAC bases-- and 13 mzjior population centers.,

(A%
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readiness to report such an event 1f 1t were to occur (green light,

normel con¢1tion); and equipment malfunction (yellow light, trouble

(S) Eleven rezdout displays are instelieé in the following
. Lccations: NORAD, SAC, Hg USAF Command Post, NMCC, ANMCC, Richards=-
Gebaur AF3, Misscurl, 2nd Air Force, 8th Air Force, Hg USLF (rear)
Faxwell LFRB, Alzbama, znd the {Office of Emergency Planning (DEP
spectal facility, EIGE POINT. These disprlays consist of two types:
a2 Map Display Panel, which displays alarm information cnly by
iighting ¢ red lamp at the aprroprizte target locaticn,l anc the
Communicator's Display Panel, which displays detailed Iinfeormetion
as to the status of each detector in the system by lighting a2 red,
yellow, or green lamp, &s appropriate.2 Some of the display
locations noted above--e.g., the NMCC--contain only the Map Display
Penel, .while others--e.g., NORAD,3 USAF Commaznd Pest, and OZP HIGH

P0INT--contzin both the Communicztor's Display Panel and the Map

-
[
4]
e

'_l
n
-

ii’
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|,..J

(TS) At the time of the Northeast power blackout, the
functioning of the Bomb Alarm System was totelly dependent On
commercial power. As a result, of the 50 bomb alarm locatiens in
the Eastern UnitedVStates, thirteen locations (3¢ detectors) were
out cf service,. These included Boston, Mass.; Griffiss AFB, N.Y.;

Hancock Fleld, N.Y.; New York, N.Y.; Niagara Fzlls Municipal

Lirport, N.Y.; Otis AFB, Mass.; Pittsburgh, Pa.; Plattsburgh AFZ
2 L ? ) E 2 - ’

1

£ red lamp on the Map Display Panel is lighted only when two or
more detectors in the same target area report the occurrence of a
nuclear event, or when one detector reports a nuclear event and the
remaining two detectors in the same area are reported as being in

2 yellow condilition.

2The lamps for the three detectors ringing a particular target area

are grouped togetner on the Communicator's Display Panel, so that,
for z particular target area, there are a total of 9 lamps (tnree
red, three yellow, and three green). R

3The Bomb Alarm Console at NORAD is not physically contained in the
Combat Operations Center (COC}. At the Ent AFB facility, Colorado
Springs, Cclcorado, 1t was contained in a separate building located
about one block from the COC. In the Cheyenne Mountain Complex, it
is located in the DCi facility--zlsc physically removed from the

£0C. In both cases, the system is manned by Western Unlon contract
employees. - -

n
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N.Y.; Suffolk Czunvy, N.Y.; Westover AFB, Mass.; Pease AF2, N.H.;

Lering AFB, X.Y.; and Dow AFB, Mzine. 1In addition, because of the

rnzture of the circuilt routing irn the 3Bomb Alarm Systen,
locations had only one detector availlazble, These were:

Greenland; Washington, D.C.; Selfridge AFS, Mich.; Fort

FMcGuire AFZ2, N.Y.; High Point, Va.; Cleveland, Onlo; Chicago, Il

1
znd Bunker Hill AF3, Inéd. This, in effect, meant that in a totzl of

ny
)

of the ¢¢ target areas covered by the Bomd Llarm Syst

Thule A3,

Ritchie, MNd.

Len the

occurrence of 2 nuclear detonation could not have been identified

vy the System during the period of the power outage.

-

(TS) The outezge of the Bomb Alarm System Was first noted 2zt

Westover AFB, Mass., at 1718 EST and, although a few detectors were

wes+ored to service within zn hour, ccmplete service to the system

was not restored until 0842 EST on 10 November, an elapsed time of

=

over 15 hours.

lOne of the mzin causes of this lengthy outzge was the
both the commerciazl AC & DC pewer in the mzin Westem
located a2t 60 Hudson Street, Kew York City.
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Lir Defense Weapons

(TS) The BOMARC's at Otis AFB, Mass., were out of action for
1 hcur and 14 minutes., The following air defense artillery batteries

were zlso cut of action for the periods noted: 3 in the Boston

”

ector for 1 hour and 27 minutes; 6 in the N.Y. Sector fcr 2 hours

Le minutes.

During this period, an air defense interceptor

capzbility was meintained with the 60th Fighter Interceptor Squadron

gt Otis AFB and with other interceptor squadrons in the surrounding

SAGE Tacilities

lMemorandum from USAF Assistant Vice Chief of Staff to Secretary -of

the Air Force, Subj: "Effects of Power Failure in the Northeastern
United States on Air Force Readiness and Operations," 19 Nov 1965,
TOP? SECRET. WSEG Log No. 201544,

2Memorandum for the Deputy Secretary of Defense, from Chairman, JCS,
CM-965-65, Subj: "Impact of NE United States Power Outage on
Essential Defense Systems,™ 15 hNov. 65, TOP SECRET. Enclosure to
Jcs 222/902-1, 16 November 1965, TOP SECRET.

)
“Memorandum for USAF Assistant Vice Chief of Staff, op.cit., p.2.
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Department of the Army Installations and Communications

imately 18 mzjor posts, camps, a2nd stztions of the

—
[
[
=3

e}
‘o
]
Q

e

Department of the Army are located in the region affected by the

2

power failure. Of these, five installations were unafrfected b
I P Y

the btlackout, and 13 had various electrical outages ranging in

Pl

e

'y

length frem 1 hour 45 minutes <o 11 hours 32 minutes. E

standby power was adequate in most of these installations to insure

8=

genc

L *

operation of such ecritical eguipment and facilities as heating plants,

dispensaries, security lighting, and refrigerated warehouses; but

ltbid., p. 19.

18 instzllations include the following: Watervliet Arsenal, N.Y.;

ingfield Armory, Mass.; Watertown Arsenzl, Mass.; Schenectady

ny Depot, N.Y.; U.S. Army Natick Laboratories, Mass.; U.S. Cold
™

ions Research & Engineering Lazboratory, KEanover, N.X.: U.S.
ctorial Center, N.Y.; Fort Hamilton, N.Y.; Fort Wadswecrtih,
'.Y.; Fort Slocum, N.Y.; Fort Totten, N.Y.; Fort Tilden, N.V.:

J.S5. Army Support Center, N.Y.; Camp Drum, N.Y.; Fort Hancock, N.J.;
rt Jay, N.Y.; Fort Devens, lass.; Boston Army Base, Mass.

Lap
Lo Y



tne commerclal power failure affecied the operational continuisty

ané/cr communications of a2 number of them.

(C) AT the Watervliet Arsenzl, N.Y., 100 second shie: employees
were releaseé and communications center teletype and cryptegraphice
eguipment were inoperative for 4 hours 25 minutes. The Arsenal
also encourtered extensive outages in its Western Union TELZX circuicts.
The Springfield Armory, Mass., relezsed 156 second shift employees

-

pius 115 over-time personnel; and its teletype and ¢

H
r

Ypic operaticns

L4

were inoperative for over three hours. The Watertown Arsensl, Mass.,

released 72 second shift employees.

(C) The refrigeration plant supporting 24 colé rooms in the
U.S. Army Cold Regions Research and Englneering Laboratoery, Hanover,
N.Z., was inoperative, and the various cold roons warmed up from one
tc 26 degrees. Usually the condition would have ruined many man-
menths of research effort; but at the time of the power outage a

series of tests had recently been completed and only a

-y

ew
experiments in process were lost. It was noted, however, that
"the most severe damage is caused when the rooms warm up to 32
degrees F., and had the power been off for gppreoximately hzlf an
hour longer considerable damage would have resulted.”l The
Leboratory also lost the use of its teletype and crypto eguipment

for 2 period of 1 hour 45 minutes.

(C) At the U.S. Army Pictorial Center, New York City, the
power cutage rendered 2,000 feet of originzl mozion pictﬁre film
negatlves unusable because of the stoppage of the developing machines.
To reshoot the scenes in the San Francisco area, and for necessary
schedule changes, the Center incurred an additionzl expenditure of
$8,660. The Center had no emergency standby generators and, as a
consequence,'gll equipment, including teletype and crypto equipment,

was inoperative for 11 hours 32 minutes.

lMemorandum from Deputy Asst. Secy. of the Army (I&L)fcr Asst.. Secy.
of Defense (I&L), Subj: "Impzet of Electrical Power Failure on
Military Installations," 20 Dee. 65, FOR OFFICIAL USE ONLY,
Enclosure #6,

——— 4



(C) TFort Slocum, located at New Kochelle, New York, had no

standry power generatcrs and was without electric power of any kind

(except Tor one dock arsa) for 10 hours 8 minutes.

(C) TFTort Totten, Flushing, Long Island, N.Y., lost 1its
commercial source of pewer for 11 hours 32 minutes. During this
time emergency standby power was adequate to meet communication andé
emergency 1lighting requirements. However, it lost 1ts leased.

commercial VEF Radio Relay circults connecting Eighlands, N.J., o

‘-‘!
[
-t
&
'.J-

ngston, K.Y.; Franklin Lakes, N.J., and Orangeburg, N.Y.,

(C) PFort Jey, Governors Island, New York, which experienced
an outage of 11 hours 33 minutés, immediztely went on emergency DOwWsr.
A11 NIKE systems in the affected area were operated on backup power
during this period and all emergency facilities continued to operats
except for cne leased facility at the New York ferry slip, which was

out of operation for over 21 hours.

(C) The Boston Army Base, which had no standby power facilities,
wazs one of the most seriously affected installations. It was without
commercial power for four hours 13 minutes and, during that time, alil

tenant and U.S. Army Reserve activities ceased operational functlions;

211 data processing ecuipment on the post was inoperative; AUTOVON wes
inoperative for about one and one-half hours and 1limited to incoming
messages thereafter; AUTODIN was inoperative for the period of the
fzilure; and it lost its two-way FM Radlo Bese Station which sSUpportat

its Post Security, CIC Headquarters, and mobile operations.

(C) The continued operation of the commerclal and AUTOVON
telephone systems provided the main source of communication for these
and other Armyv installations. A final report on the effects of the
power failure on Army communications concluded that "the e¢riticel
functions of the Department of the Army at 21l locatlons were not

zaffected due to the avallability of telephone service."1

3 .

“Nz+tional Communications System, Evaluation cof Federal Geovernment
Telecommunications Performance During the Northeast Fower railure
Ncv € ane 19, 1965, oc.cit., CONFIDENTIAL, p. 32.
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(TS) In acsdizion to those already cited, various ¢tler Qereteglic
Communicaticns Directorate (STRATCOM) miiltary networks were affectsl.
No STRATCOM cperated facilities experienced -ctal statien failure, dut

numercus circuics ieased from ATET and Western Union vers out cf

operation for pericds ranging from 10 minutes to 9 hours 20 minutes.

Tort Ritchie and Fort Detrick, Maryland were the primary installaticns

inveolved, Among others, one cirecuit of the Zmergency Messzge hutometl

[*7]

Trznsmissicon System (EMATS) from Fort Ritehie to the Fentazon

n

)

one circ

=

(43

chi

1+ of the Lrmy Command and Control Network from Fort FL g

+c Heidelberg were out for a period of 10 minutes.l In bcitn C&SES,

Llternate

>

nowever, voice circuits were avallable as vackup; &and the
National Military Command Center (ANMCC) circuits at Fert Ritchie

were unaffected.2

3

Depar<ment of the Navy Installations anc Communications

(TS) Naval facilitles 1ocated primarily in the First ang Third
lRavel Districis were affected DY the power Outage. Headgquarters,
Commander, Naval Diétrict Three znd Commander, Eastern Sea Trontier--
colocated in New York City--lost commercizl power &t 1728 for a
period of about 90 minutes until auxilizry power Wwas made avallable
2+ 1902. During that time, radcioc amplifier gguipment supplylng powe:

o the Search and Rescue net, the Chief of Neval Operations hov lins

cr

‘_l

Msg., from DA tO JCcs, NMCC, NO DA 740063, DTG 1965 Nov 11185212,

TOP SECRET. Both of these cutages occurred between midnight and
0010 on 10 Nov 65 EST and, sccording to & later message, they coulc
not be verified <o be the result of the power fzilure. Msg. from
USAJSC, Ft. Ritchie to USASCC, DTG 20 Nov €5 0228z, CONFIDENTIAL.

rzf+ Memorandum for the Deputy Secretary of Defense, Subj: "Impac’
of NE United States Power Outage on Essentiel Defense Systems,”
11 November 1965, TOP SECRET, Prepared Dby Nor<h American Desk, NMC!

3Information presented in this section is based on the following
source materials: National Communications System, tvaluation of
Federal Government Telecommunications Performance during the
Wortheast rower Failure, Novemoer § eang 10, 1965, No Date,
CONFIDENTLAL; Department of tne Navy Memorandum for Assistant
Secretary of Defense (I&L) from Captain N.M. Martinsen, USN,
Director of Facillities Management, Bureau of Yards and Docks, Subj
"Impact of the Electric Power Fallure on Naval Installaztions,”

14 Dec 1965, Unclassified; US Navy Fiag Plot, Op-333Cl/ss,
Memorandum for tne Record by Captain L. Morris. USN, Navy
Department Duty Captain, Sub]: "Electrical Power Fallure in Parts
of the Northeastern Part of the United States," 10 November 1965,
Unclassified; Msg., Navy Deparcment, DTG 1116062 Nov 63, from
COVMELSTSEAFRON to WWNA/CNO, TCP SECRET.

2
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and the Atlantic Submarine Warfare hot line were Inorerative. Full

commareizl power vwas not restored until 0530, I November,

h

(T8) At the Naveal Air Station at Floyé Bennett Field, New York

iy, runwey lighting was out for two hours, on-iine communications

=

rere 1ost for perilods ranging from 15 minutes to one hour, ané there

were extended outages on weather circuilts.

(C) The Naval Ship Yardé in New York City lost 1ts internel
security, industrial control, secondary ship-to-shore and tug
communications Jor a period of about 20 mlinutes, but after that time
its mein plant generators were able to supply not only the Yard's
own electrical needs but also to furnish the Consclidated Zdiscn

Company in New York with 5000-8000 KW of power.

(C) In the First Naval District, several Naval installations
3
in Massachusetts and rhode Island experlenced commercial power cutages

]

[
ct

ranging vp to five hours or mere. The Bostcn Kaval Station lcst
source of commercial power at 1723 and full power was nct restcred
until 2345, over six hours later. Partizl power was supplied for

25 minutes by a 96 KW auxiliary generator, but when the oil tank

was empty the unit could not operate becauses the pumps providing

the fuel supply were coperated with commercizl power. During the
cutage, ship-to-shore communications, reception of the Newport Fleet
Breoadcast, communicaticns with the Commandant, lst Naval District,

2 simplex teletype circuit to the Navy Air Station, South Weymocuth,

-

Mass., and a simplex teletype circuit to the USS VWASP were affected.
At the Boston Naval Shipyard, the prime source generators were
adeguate to supply their own power needs and zlso supply the Boston
Ediscn Compan& with 1600 KW of power for two hours. However, the
UNIVAC computers at the Shipyard were out of operation for 45
minutes because of the voltage dip that occurred when the commesrcial

power failed.

LI °
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{(C) In Rhoce Island, the Navy Ccmmunications Stztion at
Newport lost commercial power for cver cne &and one-halfl hours and,
during that time, ship-to-shore communications, reception of the

Newpert Tleet B

o

e

oadcast, Follow-the-Fleet Coordinatvion Clrcult with

Nerfelk and the Naval Command Operations Net fo five tributaries

D

ané the Navy Communications Station in Washington, D.C., were
effected. The Fort racllitles Office in Newport zlso lest Harbor
Ccntrol, Tug Contrcl, Search and Rescue, and Harbor Commen Communica-
tiones for egpproximately 20 minutes. The Ngval Hospital and the Pubklic

Works Center zt Newport also experienced commercilal power ocutzages.

(@

Lt the laztter Center, auxiliazry power was partizlly effective, but
the Communications Station at Ccaster Harbor lost power for 11
minutes znd the Coddington Cove destroyer pler and fuel depot were
without power for 28 minutes. At thé Construction Battalion Center,
Davisville, Rhode Island, power was interrupted for 3 hours ané the
communication center and various electronic systems were out for &

few minutes to one-hall hour until severszl standby generators could

he activated.

(C) Despite these and other effects of the blackout on Naval
facilities, the Chiefl of Naval Operations concluded that "critical

functions of the Department of the Navy were not adversely affected.”

C. EFFECTS ON CIVIL DEFENSE FACILITIES AND SYSTEMSIJ

(C) Nationezl, stazte, and loczl civil defense (CD) facilities anc

organizations were variously affected by the power blackout. 1In

lInformation presented in thils section is based on the following sourc
materizls: Office of Cilvil Defense, Effectiveness of Civil Defense
Lrganizetions and Systems during the Northeast Fower railure ol
November G, 1965, No Date (circa December 139b35), FOx CFFICIAL USE
ONLY; Office of Civil Defense, Effectiveness of Emergency Government
Oreaznizations and Systems during the Northeast rower Failure of
November 9, 1965, No Date {circa January 1500), Unclassifiea; Testimc
of Mr. John W. McConnell, Assistant Director of Civil Defense (Plans
and Operations), Department of the Army, in Eighty-Ninth Congress,
Hearings before the Special Subcommittee to Investlgate Power Fallure
of the Committee on Interstate and roreign Commerce, bHouse of Repre-
sentatives, Serial No. 89-40 (Washington: U.S. Government Printing
Office, 1966), pp. 76-85; U.S. Senate, Committee on Commerce,
Responses to Inouiries about the Northeast Power Fzilure, November ©
ané 10, 1965, Report Ko. 1079 (Washington: U.S. Government Printing
Cffice, 1966), pp. 20-38; and various background Office of Civil
Defense manuals and guldes.
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the national emergency communicaticns system for conveying
warning messages to reglonzl, state, and local points remained opera-
tional; but the total system for warning the public was sericusly
degraded. Ncreover, if the event had reguired the utilizztion of the
CD public fallout shelters in the Ncrtheast area, serious prcblems of
ent»y and habitability might have developed, because most of the
chelters are located in existing buildings that are totally

dependent on commercizl electricity for ligh¢ing and fer the operatvlc

¢f heating and ventilating, sewer 1lift pumps, and other equipment.l

(U) Some of the specific effects of tne tvlackout on CD systems

and facilities are detailed below.

National Warning System (NAWAS)2

(FOUO) The National Warning System--which contained 87 warning
points in the Northeastern states, as well as an extension into
fCznzda--remained operational throughout the power fzilure and was

_used extensively by state and local governments for their direction

and control activities. An initial roll call of these 97 warning

lNo accurate data on the percent of public shelters protected bty
suxiliary power is currently available. A small aznd unrepresentati
sample study of National Fallout Shelter Survey Shelters in souther
states showed that 28.5 percent were located in [facilities containl
"auxiliary electric power. However, the percentage in Nertheastern
states is probably considerably lower. Source: Interview No. 35,
5 March 1968.

2NAWAS i1s the Federal portion of the Civil Defense Warning System.
It consists of full-period, private-line vcice circuits, leased
from telephone companies, interconnecting OCD Warning Centers,

OCD Regions, certain OCD offices, zandéd more than 850 Werning Peints
that serve Staztes and their principal subdivisions. The National
Warning Center is located in the Combat Operations Center at
NORAD Headguarters in Colorado Springs, Colorado. In addition,
there are two zlternate Warning Centers that can assume the functic
of the National Warning Center if necessary: The National TWO
Warning Center at Denton, Texas; and the National THREE Warning
Center &t the OCD Headquarters Relocation Site, located near
Wasnington, D.C. The system 1is independent of commercial power,
and can operate up tc 14 days from emergency generators at the

key centers of the telephone company.

42
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coints was made at 1815 hours and all but six of the ¥arning Fcints
nis first roll call. Two Werning Points in liew York
Cityv-~the Atomic Energy Commission and the {enerzl Services

Laminmssiration--were able to recelve messages put were unadle to

The NAWAS

[N
=
=
3
t

acknowiedge the messages durlng tnhe entire power fe

contrel ecircuit connection to the Tederzl Warning Center in Canace was

out for 57 minutes. (The zlternzte communicaticn channel witn

nznzdz--z "hot" line from the National Werning Center to the

(FCUQ) 4Llthough the NAWAS systiem W&S operationzl dquring the
power feilure, the ability to warn the public was seriously degraded.
mhis 4s Gue to the fact that §7 percent of the sirens--the mzajor
public warning device~-are dependent on commerclal electric power

for th

1]

ir coperation. Thus, despite the fact that virtgally 2ll the
communities in the btlacked-out area served by the NAWAS system could
nave received 2 warning message at +he loczl warning point, the
dissemination of this warning to the public would have falled because

o

the cutdoor warning systems could not have been activated.

Tmerrency Action Notification System {(EANZ)

(FOUO) At the time of the Northeast power fallure, thare were

o alternative plans to utilize the capabilities <f commercial

3

. ; . . 2 .
sroadcasting statlions to issue warning announcemerncs. nowever,

m

even if there had been such plans, there would have been ¢ifficulcie

n zctivating the Emergency Broadcast Sysiem (EBS) because cof the

railure of the Emergency Action Notification System (EANS). EANS 1is
a teletypewriter system for rapidly transmitting Emergency Actlon

Notification messages to approximetely 41500 standard and FM radio

lThe werning points at AEC and GSA in New York City were able to
receive but not transmit because of the nature of the circultry--
a four-wire system with one pair of wires, powered by the telephons
company, on the receiving side, and one pair on the transmitting
cide using commercial power.

2

tion wit

hat time, steps have been taken by OCD, in collebora
1 ceommerc
s
¢

o}
to develop procedures Icr immediately advising a
tations whenever an attack warning message is
tions may &nnounce that "0CD has 1ssued an &t
tional Warning System.”
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(133 N w
wn ct

Zoct

m

hal

i

S 1
- -
a =3

Fa
w

et ) ot

43




C C
UNCLASSIFIED

staticne ani television stations.l It utilizes the com~_.ed

ol
Ca

m

Asscclated Tress and United Press Internationzl nsws [
andé these faciliities were inoperative at meny locations In the
necrtheastern arez due to the lack ¢f commercizli power to coerate the
teletype machines. I the EBS system were to be activetesd under
these ccnditions, i1t would have been necessery to rely upen zlternste

crocedures involving the menitoring of designeted key staticons., An

S

r of & key station in a2 specifiel sequence,

J

-
cerri

(D

Znterruption in

fellcwed by a 1000 cycle tone, will activate speclal ezlerting receiver:
s I E

8]
|_

“CC reguires &ll rzdio stations tc provide such monitering as =

backup to EANS.

Zmercency Broadcast System (EBS)2

(U) As a part of the OCD Broadcast Protecticn Progrém,B standby
emergency power units are being installed In selected broadcasting
facilities throughout the nation. At the time of the power failure,
fifty-five AM stations in the general area &ffected had been or were
scheduled tc be furnished emergency gengrating ecuipment under this
srogram. Of these 55 stations, 43 experienced elecfric power

outage. Thirty-one of the 43 stations that lost power returned to

“The formatied message to be sent to the approximately L4500 btrozdcas
stations reads as follows: "A NATIONWIDE ALERT HAS EBEZEN DECLARED.
ALL NORMAL BROADCASTING WILL CEASE IMMEDIATEL ALL STATIONS WILL
IMPLEMEZNT THE REQUIRED PROCEDURES OF THE “VPRGFNCY LACTION KOTIFICATIC
SEQUENCE, TWO CARRIZR BREAKS AND 31000 CYCLE TONE FOLLOWED BY LLERT
MESSAGE, SECTICN 3.921B OF COMMISSION RULES, AND CONLY THCSE STATIONS
LUTHORIZED TO OPERATE UNDER NATIONAL DEFZNEE EMZEGENCY AUTHORIZATION
MAY REMAIN ON THEZ AIF DURING ThIS PERICD."

“The ERS replaces the former CONELRAD system for emergency broadcastin
This plan, prevared by the Federzl Communications Comniss cn, provigde
the President and Federal officials, as well as State and loczl
officials, with & means of communicatling with the general public
through nongovernment broadcast statlons in an emergency. It
provides for utilizing in a controlled manner selected facilities
and personnel of the nongovernment communicaticns Iindustry on a
voluntary basis under FCC regulations during a nationzal emergency.

3This program has three parts: (1) fallout protection =zt either the
studioc or at the transmitter location; (2) the provision ¢f standby
emergency power units on a loan basis; and (3) the provision of a
radio communications link between approved Emergency Cperzting
Centers and selected radio broadcast staticns.

44
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trhe air by using ecuipment previously furnished oty OZD. The other

UNCLASSIFIED

z of the 43 staticns were off the a2ir for the duratisr ¢f the DOVEr

£

w

1ilure because their emergency generatcrs had not yet been
ccmpletely instelled. As noted in an earlier section ¢f this report,
the 4M stations that returned to the zir on EMEergency pCwer--together

with those that continued broadcasting without any interruption of

).
m

(B

service--played &z significent role in keeping the public informed

o

curing the power failur

.

HACOM 1 and NACONM 2

(U) NACOM 1 is a telepncne and teletype system t
I{or OCD operaticnal communications. It uses leased land-lines to
interconnect OCD national headguarters, regional offices, state
¢ivil defense oflices, and a relocation point. I¢ is exiesnded from

OCD regional heacdguarters by interconnection with other government and

military systems. It also connects regional headguarters and CONUS
armies. NACOM 2 is the emergency racdio backup to NACOM 1, ané serves
tne same locations. It is a high freguency radio system capable of

voice, manual code, and teletypswriter t{ransmission.

(U) During the power failure, OCD Region l--located at Harvard,

Mzsg.-~established voice contact over NACCM 1 to 211 states. However,

ht!

the teletype portlon of NACOM 1 was inoperative until commercial
power was restored in that area after 2100 hours. Freguency problems

of the emergency generator made the use of teletype eaquioment unstable

(U) NACOM 2 was not immediestely aveilable, due t¢ :trouble on =z
microwave channel which 1s used for remote coentrol of the transmitter
at Fort Devens. In order to switch over to use of a telephone circuit
it was necessary to send someone from the Reglon 1 headquarters to
Fort Devens. By the time thls action was completed, the commercizl
power had been restored and there was no requirement for NACOM 2. A
later check revealed that component parts of the microwave svstem had
fzlled due to either an under or cover voltage at the time the

commerclal power failure occurred. Mzine ané Rhode Isiand were the

UNCLASSIFIED Hs
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en.y states in Region One with NACOM 2 eguipment installed. However,
since the Maine Emergency Cperating Center was not actlivatled, and

the Rhode Island personnel were unable to get iInto thelr Imergency
Operzting Center, NACOM 2 could not have been useé for message
trzffic to the states, even if the Region 1 ecuipment had been

operational.

S<a<e znsd Local CD Faedilities

(U) State and local CD facilities and communications were

actively used throughout the blacked out area. The staztes most

seriously affected by the power outage--Connectlicut, Fhode Island,

g ]

Mzssachusetts, New York, and Vermont--all activated their state CD
Zmergency Operating Centers (EOCs}; alerted the State Nztlional Guerg
and placed them on standby status; established communicaticns with
lower and higher echeions of governmént; maintzined contact with the
Governor or the Governor's office; established centact with the

news media, racdio, television, and newspapers; ané in some cases

made public information releases. The States of New Jersey and
Hampshire also activated thelr state EOCs and checked the emergency
communicaticns czpability of the state portion of the Natlional Warnin
System. The State of Maine had no problem with the power.outage enc,

therefore, did not alert their civil defense organization.

{U) Although state and local CD facilities were affected by
the overloading of telephone systems and the incperability of

teletypewriters, auxiliary speakers, and other equipment utilizin

131

loczl commercial power, emergency power generators enzbled critical

w

commnications to be maintained. In Rhode Island, however, the
emergency generator at the state EOC became overheateé and inoperable
and the City of Providence EOC assumed control as the alternate
state EOC. Similarly, in Wellesley, Massachusetts, the auxiliary
generator in the EOC Tailed, and this necessitated moving CD

operations to an alternate site.

URCLASSIFIED
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Z. ZFFECTS CH OTEER U.S. GOVERRMENT FACILITIZES AND SYST:":MSl

(C) In addition to the Department of Defense and the Office of
Civil Defense, virtually every cther federal government agency
¢xperienced some impact of the power fallure on 1ts communications

ar actlvities. 1In most cases, thls impact was less than might have
I g

0

ccurred under other circumstznces, primerily because climatie and

0
ot
ja
1)

r condlitions were favorable and the outzge occurreé during off-
cuty hours, so that the normel functions performed during the working
Gay were ncot adversely affected.
(U) It is beyond the scope of this paper tc detazil 211 of the
2 .
effects of the power fallure on non-defense agencies, Tne fcllowin

ke

‘U
m
H
ctk
ot

cular agencies have been selected because their aciiviiies closzsl

o -

3
13]
|,.-l
fr
ct

e to national security matters and to military operations.

lInforma‘cion presented in thls section is based on the following

source materials: U.S. Senate, - Committee on Commerce, Resnonses

to Inguiries about the Northeast Power Failure, November 9 znd 10,
1965, Report No. 1079 (Washington: U.S. Government Printing Office,
1966); and National Communications System, Evaluation of Pederzl
Government Telecommunications Performance during the Northeast
Power Failure, Nov_9 and 10, 1965, A Report to the Executive Agent
for the National Communications System, 1966, CONFIDENTIAL, NOFORN,

2?or more detalled coverage of effects on other agencies of

government, consult the references noted in the preceding footnote.



(2} The loss ¢f rublic power resulted in &n 2lmost corpaete
=crpege of services from the fleld service cffices cf the Envircn-

w2m=g1 Science Services Administration (ESSA) within the zresz

d

ior;n of wea<ner forecast and
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interrup

transportation, either gir or ground, or both, one canneot estimats

wnat calamities might have resulted.”

Tederal Avietion Agency (FAA)

(C) The FhL multipoint weather distribution and coliection

teletypewriter networks--leased from ATET zandé VWestern Unicn--vwere

Civeuits were zlso interrupted for varying periclds of time due To

ke blackout area. However, flight movement messages that are

)

normally handled by this service were zlite te routed viz the FA:
interpnhone voice system, which was essentially unaffected by the

nower fezilure.

(C) The FAA high frequency transmitter site at Sayville, New
York, frem which International Flight Service circuits are cperated,
was out of service for the duration gfmthe power failure. This
outage interrupted circuits to Santa Maria, AZOres; Gander,
Newfoundland; San Juan, Puerto Rico; and ©o Bermuda. In additiocn,

ne lew York Synoptiic Weather Broadcast, the New York Eurricans Net,

and the New York Air/Ground Enroute Meteorological Broadcest were

8]

o

ffected. , Criticzl messages fcr Sen Juan were relzaved over the FLA

+ -

volice neswork through Miami, Florida.
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(C) The Depariment of State's Diplometic Telecommunications

tem (DT8)--2 world-wide configuration containing eprroximacely

i
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51 long-haul circuits to important overseas locations--was arffec ted

by the power fzilure for extended periods of time. Twenty-three

'.l.

DTS circuits were inoperable, including the feollowing which originate
from Washington, D.C. and traverse the New York City erea: 2 clrcults
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£o London, Englaznd; 1 circuit to Per ‘rance;

Cyvprus; 1 e¢ircuit to Ottawa, Canada; and 1 circult te United Nztions
Hezdguarters (all out for about 14 hours); anc 1 circuit to Clark
TTr Szse, Philippines (out approximately 8 hours). 1In additien,

«ne DTS lost communications over leased facilities frcm the

Washingion, D.C. zrea to various stetions in South Lmerica and

(C) Attempts of the commcn carriers to restore circults In the
New York City zrea were unsuccessful. The restorzl of essentiel
communication services to the affected areas was accomplished through
<ne use of DoD/DCS zlternste circuits that do nect treaverse the
New York City-area. TFor the most part, facilitlies of the DC3S were

employed to restore only the most essentizl communications services.

(C) The U.S. Arms Control and Disarmament Agency--which employe
Washington, D.C. to New York United Nations circuius—-“eported
that critical matters were being considered in Washington by a Unitec
Nztional General Assembly Committee at the time of the power outage.
Due to the availability of telephone service, the loss of the telstyr
circuit to the United Nations did not have an adverse effect upon

the Committee.

(R
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wetional Aeronauvtlices znd Space Administration (NASAE)

() The NASA Communications Network (NASCCM) consists of

epprceximately 334 teletype, data, and velce clrcuits s
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oczted throughout the world in support of space missions. Thirty-

ht NEASCOM circults were affected by the power blackou: for

ck

[11]
(]
o

extended periods cf time due to the lack of adequate emergency power

m

v the common carrier locations in New York Clty. 211 circuits
which were affected were from the Goddard Spzce Flight Center in
Maryland and traverse the New York Clty area. At the time c¢f the
pewer fazilure no criticzl operations were in progress; therefore,
the critical functions of NASA were not seriously impaired. Had
NASA been involved actively in 2 space misslon at the time, however,
critical circuits would have had to be restored rapidly by the

commcn carrilers.

Civil Aeronautic Board (CAB)

(C) In New York City, during the first two hours after the
vlackeout, the CAB's O0ffice cf the Bureau of Safety was unalble f{¢
contzet their investigators who were 2t home at the time., After this
initial two hour pericd, communications conditions improved to the
extent that pricrity calls could be completed within 30 to ﬁS minutes--

an unacceptably long delay from the CAE's point of view,

Treasury Department

{(C) The U.S. Coast Guard (USCG) owned and lezsed dedicated

eietype circulis encountered briefl interruptions while

ch

vcice and
emergency power generators were being activated. In two cases,
nowever, circuit outages occurred for the duration of the cocmmercial
power fallure. The first was invNew York Cilty, where the Coast

Guard Automated Merchant Vessel (AMVER) Reporting Center was rendered
inoperative, AMVER 1s a2 computerized center through which position
reports of all ships-at-sea azre maintailned to facilitate the rescue
cf vessels. The second was in Beston, Massachusetts, where the
Commander, First Coast'Gugrd District circuit intoc the AMVER Center

was also rendered inoperative,
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(€} To compensate for the lcss of comtunications by the

)

Cimmender, First Coast Guard District in Beston, their Rescue
Ccorcdination Center functions were shifted to the Coast Guard Air
Staticn in Selem, Massachuse<ts, where necessary access circults
to ANMVER were availiable. The AMVER Center in New York emcloyed
the Communicatrions Center facility of the Commander, Thiri Coast

Guard District (lccated in the same building) to provide message

han€ling service until powsr was restored.

(C) 1In addition, the USCG experienced minor interruntions to
raclo facilitles which provide vitezl communicztions for control of
Coast Guard search and rescue and for distress commurications with

nongevernment maritime mobile stations.

ffice of Emergency Planning (0EP)

(C) OEP reported that individual offices and home lines both
in the Washington, D.C. area and in CEP-0OCD Regicn l--which for the
most part encompasses the area of the power Teallure--experienced

very heavy demands on telephone facllities, resulting in &z

large backlog of czlls.

E. SUMMARY ASSESSMENT

(U) The refétively‘détailed énd rrecise summary descriptions of
the physiczal effects of the Northeast power blackout presented in the
preceding sectiéns are based on the work of hundreds of investigators
and analysts who eitempted to reconstruct the event in the days,
weeks, and months following its occurrence. Evén after the dozens

of speclal 1nvestigations, hearings, and published reports on the
subject, however, it is difficult to assess the total net impact

cf the power failure on U.3. defense capabilities and operations,
primarily because the studies of the event took an inventory approach
rather than a systems approach to the subject. Thus, for example,

we know that there were hundreds of separate communication ocutages--
each properly inventoried in detail by the responsible or concerned

tlenships of these

T
’._l
W

zgencles--but we do nct know what the interr

H
b
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utages vere in delaying cr preventing vital commnications among

ne various &gencies which required coordination cf zctlen., Similarly

t is cifficult to assess how our defense capabilities might have

ered i the internztilonal and domestic environmentzl conditions

z¢ been different than those pertaining on the night of the blackzut.
(U) &An zssessment of such total system effecis--either actuzl or

ypothetical--would reguire much more detailed infermatiorn on-

crmunicetlion patterns and content than 1s currently availszble, Tt

e, for example, Information on who wanted to communiczte

ith whom, when, how, about what subjects, and for wha: DUrpCSes——

nd what the consequences of a delay or preveniion in such communica-

iens would have been for critical operations.

/

{(U) Lacking such detailed ‘on system interrelationships

3

+
Te

general assessment of the impa

e}

of the power fzilure on defense

T

+
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ties 1s necessear speculetive. 1In the light of the

m
[N
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rececing review, however, the basic conclusion that there was no

egradation in essent

ial defense capabilities appears to be a%t lezst

n oversimplification; and 1t can be justified only by hindsight
rowledge that the potential dangers inherently present in the
ituation fortunately did not materializé. ‘
(8) There is another retrospective view that appears equally
alid and more useful for purpcses of future planning. The outage
" ? 45 Mﬁ}iﬁ-u i % " _‘x iy a s

L, FEMA

/ (h)’r)



C C

UNCLASSIFIE

OF VARIOUS COMMAND END CONTROL
RS TO THZ POWER FAILURE

A INTRODUCTION

nd

n

{U) Successful detection and recognition of danger signzls

regeration for crises cor disesters--either domestle or internztionzl

s

--are always difficult because the danger cues are usuzlly ambiguous

nterpretacion, because the gvailzble

(NN

n¢ subject to variable

m

b

nfermation is incomplete or confliieting, because there is 2 natural

dency for human beings to deny the existence of danger, and

ct
€]
3

o3
L]

czuse the agencies respcnsible for danger detection and warning are

+4
M
}.J

uctant te 1lssue zlerts or warnings until they are reasonably

certaln that the danger will zctuzlly materialicze.

(U) These inherent difficulties are compounded when the crisis
generating events transect the cognizance anéd clearly-defined
responsibilities of a particular zgency--as they did in the Northezast
power failure. As the events on the night of 9-10 November 1965
unfolided, it became apparent that the effects of the power faillure
transcended the traditional distinctions between private and public,
between business and government, between domestic and internztional,

and between civil and military. It involved an underlying system

[WS

.network on which every sector of 1liTe depended. In this sense,
the event had both unique and common features when compared with
past crises. It was unique in that never before had the underlying
interdependencies c¢f modern lifé been so grephiczlly demonstrated

on so wide a scale. It was common in that it showed once again

that the traditional, compartmentalized distinctions used in slicing

the real world are becoming increasingly irrelevant in assessing

pctential dangers to the natlon.

UNCLASSIFIED . 5k
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(V) Threats to the nation's security can originate in ihe forei:
arena cr in the domestic arenz, or both. In the intermaticnel arens,
tne signs c¢f danger may present themselves ir the form cf foreign

and political happenings; in the zctivities of foreizn

in the movément eand activities of foreign military forces; ¢r in
The disruption of Internzstional communicaticons and transportation.
n the domestic sectof, the indicators may also appear in many
different feorms or guises--in large-scale natural and man-mads
@lsasters that affect both c¢ivil and militery facilities and
crganizetion; in civil disorders; in industrizl sabotage; in
attempted or actual Presidential assassinations) and in many

other forms.

(U) Similerly, the actual detecticn of danger signs may derive
from many Eéifferent sources--from our foreign intelligence gethering
organizaeticns; Trom blips on a radar screen at NORAD; from civilian

b}
to
=

girline pilot reports; from the U.S. Weather 2ureau; from_the
from the Sec¢ret Service; from one ¢r more of the dozens of
privately-owned system networks that constantly monitor their own

perations (telephone companies; telegraph and radio companies;

O

0

[

pipeline companies; railroads; a2irliines; ship and barge lines; etc.);
cr simply from a single private citizen who has observed an event

that he interprets to be dangerous or suspicious.

(U) Domestic crises and dangers mey have nc relevance whatever
to enemy intentions or activitigs, but they may alsc te & precursor
to an enemy initiated actlon or attack. Moreover, the domestic
event may either be directly or indirectly induced by the eneny
or it may be a naturally occurring event that the enemy utilizes
for his own advantage. These distinctions comprise the essence
of the problem of intelligence gathering and assessment in criées
that appear initizlly tb bé of pureiy domestic, natural, or

internzal origin.

wn
i
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.(S) £t about 1745, the Milicary Assistant to the Deputly
rssistant Secretary of Defense for rublic Affalrs cziled and asked
10 the NFOC haé further informetion on the tlackout. At 1TL8, the
North American (NA) desk officer telephonec the Alr Force Command
Post, which reportedly confirmed the power failure. At 1758, a UPI
teletype dispatch was received, indicating "a massive power falilure ir
four of the five boroughs of New York City and atv least three suburbear
communities."l It was not until 1809 thét the UPI &nd AP neﬁs
~ickers located in the KMCC began reporting that the power failurs
was not confined to the New York City area, but covered & major
certion of New England. At 1800, the NA desk cfflcer telephoned
the OCD National Three Warning Center (colocated at the OEP-EIGH
POINT relocation site), and szid: "We've just received 2 report,
which has already hit the press, on a massive power cutage in New
Vork. Hazve you heard anything on this?" The response of the 0CD
Werning Officer, and the subsequent conversation was as follows:

0CD: Yean, we started getting information on that at 1745.

And it's a massive areaz there that has lost power. New York

is out; it goes on out to Long Islend--that whole area is out.

Mzssachusetts is out, Rhode Island, Connecticut, and--Maine

is all right. I talked to them on a back-up line. Eut there

is 2 huge power fallure up in that area.

NMCC: Okay. Do we have any indications on what caused it
yet?

OCD: Not yet. The only thing that we have is that it's
just 2 big commerclal failure. And, of course, we've asked ther
to advise us as soon as we had some cata, but I suppose they
will all be so busy that it might take a 1ittle while.

NMCC: Well, DoD is--of course, this can extend on over to
the wWhite House very shortly--1s very concerned about this,
and I'm calling everyone I can think of.

OCD: If we get some data on it, I'll send it right up to
you. But the appearances at the moment are that it's purely
2 commercial failure. I will advise you if I get some data

on 1it.

NMCC: Do you know if anybody has trled to call the power
company up there?

OCD: Well, I'm sure that they're probably all trying to

calTl them. I don't know anycne specifically, no.

1yp: Dispatch No. 152, 9 November 1965, 1558.
2Emergency Action Tape transcription, 9 November 1965, 1800.
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NMCC: fnd that's all we have. They dién't szy what
kinc ¢f z breakdown, thougnh, did the

v
NORAD: No. I'm reading it now--I just got 1

')
NMCC: Mechanical fallure is about 211 we can come up
with--which 1is pretty obvious. I'd like to
know the reason for the fazilure. It seems like
they're putting a lect of eggs in one basket if
one mechanical fallure is going to knceck out thzi
much--that dlg an area.

NORLD: Thzt's terrible,.

NMCC: I Just got & call from the commercizl radio
station in New York City wanting me to tell ther
what heppened. WCBS Radic in New York. I toléd
them, "By golly, if they couldn't telil me, we
were both in bad shape.™

(S) By 1830, 21l the news media were carrying stories of the
tlackout, and it is evident that the NMCC--znd many of the other
cormand and control centers referred to in legter sections--were
relying heavily on tThe TV coverage of fhe event and on AP, UPI,
end cther teletype news services. By %this time zlso, reporters fromc
the various news media began meking contact with the NMCC. As noted
earlier, WCBS radio 4An New York contacted the NMCC shortly before
or during the conversation with NOR&D at 1827. At 1831, radio
station WPAT in New York telephoned the NMCC and recorded the
following conversation:

WPAT: This 1s Racdio Station WPAT, New York City. We have a
massive power fzillure and difficulty in getting any
informaticn on it; but we zre on the zir. Can you
advise us?

NMCC: I also got a call from WCBS & few minutes ago on the
seme problem. I can give you z little more than I
gave them. The whole gist of This thing =zppezrs f¢ be
a2 breazkdown-~a mechaniczl power failure of some type--
at the Niagasra Power Station. The type of breakdown
we are not able to determine. This 1s the reason given
to us by the O0ffice of Civil Defense, by the Commander
in Cnief, North American Air Defense Command, and that is
all thet we have. We don't know how the breakdown
cccurred, how extensive it is--but we understand the
problem. We're running 1t down. I understand, of
course, The problems involved up there--being cut of
power. However, from a defense posture, there 1s ne
degradation. This 1is Just for your information. Ncw
what caused your brezkdown in your power company up
there--we are still not able to pin that down; and it's
impossible to get through the telephone to those people.

WPAT: I see. So it's the Nlagarz power station in Nizgera,
New York?

ST &



NMCC:

WPAT:

NMCC:

NMCC:

WPAT:
(8)

C C

FLgne.

Qzey. Now how much should be given out--dc yYou LEvs
zny opinion?

Well, actuall y, about the only thing that ve nave is
thev v“is is widespread, over perts of Mz ssacnhusetts,
Fhode Island, Connecticuu and New York. I understand
+naw the lights are still burning in New Jerssy, 22058
«he river; but it appears that they may have some
problems over there to0, from wh;p...

Only in scastered areas. Masszcrusetts, Rhods Island,
New York, Connecticut?

Pignt. I understand New Londcn,
ccurse, you're ;an4l*aﬂ with--I
1+ extends on over 0O tzten Isl

i, there's still & little power in Brock
ten Island in isolated sections, we're ¢

I see. Well, we understand that there is gquite 2 DitT £
cutage in Boston, ihat Beston is suffering the same
problem; end apparently fpom Philadelphla on 2cCross.

Ves. Pniladelphiz is okay, by the way. I spcke to
them earlier. They nave no preblems.

Qkay. We weren't too sure on that. We've been--cf
course, our souvces are primari -y freom outside. A8
soon as we heard about 1t we went to all of our Service

War Rooms--Army, Navy, znd Air Force--and +he Office

cf Civil Defense--ané they starsed putting feele“s out.
tnd the information that we got back initiglly w&
confirmed--but pinning down the D”Ob em is somﬂuh*ﬁg
thet no one--including the DECDLE in your are<sz there
=hat I've been able to talk to--can glve us dgefinitely,
except that 1t appears to be & mechanical fzilure at Tl

Niagara Power Station.

T see. All right, now would you tell me once again whe
T am talking to? Is +his the Pentagon, OF what?

Yes, this 1s ‘m the in the
National Military Command Center, Office of tne Joint
chiefs of Staffl.

(Lt this po*nu he Fme“geﬂcv Letion Room console CDere
intervenes in the conversation to say: n , you
veing monitored on tape. Did he notify you of that?")

--in the Pentagon. ~Thank you very muech.

Shortly after--at 1845--a reporter who jdentified nimsel

as a member of the Washington Evening Star (WES) telephcned the N¥

2nd the following conversation -took place:

WES:

NMCC:

This is of the Evening Star. Wha
hear about tne pOWeETr raiiure from the Northe

do you &l
°?

rf

hear they've got a blg one.

.
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WES: They do. Are ycu people doing anything?
EMCC: Well, we're watching 1t, just like--we gzet mast of our

information off television.

WZS: I see. You don't have zny communications into the
greez, then?

NMCC: Well, we have communication to the various military
coemmands in the area. We've talked to them. Thev
confirm the power outage--they can't give us & cause.
The only thing that we have that you can hang your hat
orn &t 21l 1s from OCD that sayvs i1t appears <0 be a

mechanical failure azt the Niazgarz Power Statiorn. And

nhat's all that we have in the way of what or why.

WIS 20 you pecple have any responsibility in a case 1ike
this? Do you just sit tight and wailt for--vou don't
any<hing autematically unliess you get the word to &o
I suppose?

lJ.
ot O

NMCC: Well, not the way 1t loocks right now. It appears to us
to be a legitimate commercizl power outage. OCf course,
this could have some effect on us, but we've taken steps
from our standpoint to offset this, and we don't see any
carticular prodlems along the line. VWe are concerned
abcut what really happened, and nobody knows when we'll
find our for sure.

WES: OCkzay. Thank you very much, then.
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military facilities znd communicaticns—-zoparantly led --e NMCC 2
cinciude tnzt there was no urgent neéd ~0 exerciss the preserined
=rocedures for netifying various J-3, Joint STalf, and C3I officiale,
~22iticnally, it mzy zave been assumed that all the ceoncermed offinizi

the fzllure in New VYork City, and the occasiox of this call was us
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Cy The SecDef's military assistant z:= 1620 iné

cated knewledgze of the power failure in New Yzrk City, ané izt may

nave been reasonzble to zssume ‘-

Bzt .the SecDe? himself nad .already

-

the s€vent T3

4

teen informed

[8)
i

that time. Trne »zdio and TV news-

e

casts between 1830 and 1500 were already carrying the story thex

the President had been in touch with the Sec¢Def. 3Zut it was nos

until 1820 that the NMCC recelved cfficial notificatisn from The
—

SecDef's military assistant that

| Svm—
—

1
\

(S) The data indicate that notificaticn of many of the

responsible officials was delayed for a considerarle

'

.ane was somewhat unsystematic in nature. The J=3 Deputy Directer

- A e
erici of Tinm

fér NMCS was not officlally notified until 1850--one hour .20 minutes

efterthe initial report of <he power fallure was given to the NMCC
(gt 1730). At that time, he was <old that a2 faw milifary circuits

were out but that "we have commo with everyone, sc¢ there2's ne

millitary preolem as far as the outage is concerned." He was zlsc
I S . .
informed out that it was now tack in
4

635
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T ST TTIN2dELSISH 56 the ¢all from the SecDef directing t

7 given notice

the military commands render whatever zssistance they could tec the
maycrs and governors of"the"affé&tei areas, he initizted two ozher
. P H

callis to the NMCC/DO during the course of the evening

11
0
ot
4
(9]
'y
ct
)
D
w
M

rellected his concern thzt the power failure Tight lead to civil
Gisorders in New York City. In the first call, at 1922, he asked:

"What's the. latest on Manhattan? Any disorder? Are tre lights back

y

on? If not, when are they scheduled ¢o Eo on?" EHe was informed that
there was no information on when the lights would be on ang that
there did not appear to be any widespread increase in discriers—-

that the civilian populace in New York City seemed to be under con-

Trol. Again, a2t 2010, the SecDer asked for further word on the

power situation in New York City and asked to be informed when the
power returned, adding: "I'm just concerned about possible disorders

up there.” .

(S) The SecDef's directive regarding military assistarce
stimulated a consideratle number of communicztions throughcut the
night of the blackout. Initially, there was scme discussion among

NMCC and J-3 officizls on how bes: to implement this direciive; but

.




Ty sASrTiy alter 2000, it was decided@ ito ask ezch ¢f the Semvie

war Rooms To "iInstruct &1l suberdinzte commanders <o gavz whatever
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from the KMCC to the Army Operations Center, Navy Flag Plct, Air
¢rce Command Pest, and the Marine Corps Communications Center &zt

cviz, and was followed shortly thereafter by telephoned notificztion

{(S) At 2018, the Deputy SecDef telephoned the NMCC/DDO zn2
esveq LI there had been any requests for esssistance from local
comrunities. Told that the Services had not ye< had time <¢ rezet to
the cdirective, the Deputy SecDef asked to be called at 2115 aznd

heve any such requests reported to him,

(8) Most of the actual requests for assistance were handled by
the Service Operations Centers and the subordinzte military commanders,

tut the NMCC was the initizl point of contact for severzl such

'3
K¢

=
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i

sts. At 2054, for example, the acting Governor of New York

|-

elephoned to say: "We have a pretty sericus situation here. Ve've

[
o)
Q

seen without power in the entire city since about 5:30 {P.M.) New
Tork time, and It 1s now more than three nours and I was wondering
now we could get some help frem the Army insofaf as emergency eguip-
ment TO give us some power--some lights in some areas?" He was folé

hat the local commanders were ready to assist in any way possible

H

o

thet contact should be made with t

[f7]

a3

e Pirst Army Heazdquarters at

0.

B

Governor's Island or the Third Naval District in New Yerk. Sub-
segquently, First Army Headcuarters was contacted and tcld to get in
Touch with the Acting Governor. Again, at 2141, the Deputy SecDef
telephoned to request that the NMCC contact the relevant Army commander
in the New York City area to determine whether or not they could fur-

nish transportation to aid the thousands cof people stranded in the

N“CC Msg., DTG 1001502
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City in returning to thelr homes. The DDO sutseguently recorted
tack tc the Deputy SecDef (at 2256) to say thzt the Commanding
Generzl of the First Army had been contzcted and thet the First
Army Readguarters had been in touch with the Mazyor's office to

cetermine what military transporvaticn could be furnishei faor this

purpose.

(£) Several of the requests for assistance were of an unusual

3
1)

tu

H

.

e and did notv fall strictly within the purview of the originzl

o)
Fl-
]
1
0

tive. At 0026, 10 November, for example, the Deputy SecDef
telepncned to say that the Chief of the AP news burezu irn New York
ity had wired the President at the LBJ Ranch znd regquested assis-
tance in getting their wire service equipment back in operztion.
The NMCC was requested to have the First Army Headguarters get in
ccuch with the AP Chief to "see what they can do %o get the AP

people get their shop back in service again."

(U) On the morning of 10 November, the IMCC canvassed the

Servi

Q

e Operations Centers to inventory the type and amount ¢l assist-

v
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n

e thet had been rendered during the previous night. It showed that
the Navy had been calledé on most frequently for z variety of services.
These included sending the destroyer USS BRISTOL <o the East River to
stare an ezuxiliary power turbine a% the l4th Street power station in

New York City; supplying generators to the Brookliyn General Hospital,

to the EBrooklyn Elmhurst Hospital, and to the Mercy Hospital in Sprin

y

teld, Mass.; supplying two generziors to the Ravenwood, L.I. power

in
cr
i
ct
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on; and furnishing 3000 KW of power <o the Soston, Mass., power

o

)]

t
incidental Navy assistance includéd the provision of an unknown
éuantity of ice to the Flatbush Hospital, an unknown quantity of
fuel for emergency vehicles, and backup fire fighting equipment for
Boston. The Air Force reported that they had made their airfields
egvailable for commercial aircraft landings, but apperently most

commerclal flights were diverted to fields outside the blackout area.

tion, and 700 KW of power to the Newport, R.I. power station. Other
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<z Th2 Army cffered o%he T assistance, ths onl

&ctertance was the rrevisicn of ene s2nerator to m™in z <=
(S) As ncted esariler, the NMCC ‘apparently accepted tis

Pow

Trezkdown In ¢r nezr thns Nlagar
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. cetly con zhe assumzticn

tTie Secdef, CIT, F2C and others were conducting such an

uring the courss cIi the evening, however, several cziisws ra

cuesTlions abcocut the validity of the reported czuse £t 20CT

exazmple, the Directer, J-5 (2lzns and Pclicy), telephcreé *=e

©2 .nquire about the outage. fe was tcld that the source cf

P

cutage "is scmewhere betweer Niagara Falls and some of the su

»

m

svaticns," and tha: The explanation given was "z power =3
the grid systerm.' The Directeor, J-5, nOuEC that he founé tai

difficult te understand a2nd sz aicd,.-"I'm Just wondering if trie

b=
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r Staticn--zné ook r- g
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=C 2ssist at the scene of 2 civiliz- nelicoptar
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real valid thing." Again, a: 2010, the NMCC/CCOC netifiag he Depuczy
Cirector for NMCS that “hL__ -:::
20 minutes gnd that there was no PTcgnesis on when they would »e
restored. The Deputy Director/NMCS asked whether this outz could
Celinitely be sinned to the power failure "ang NCT UC something 2lse,
When tolé thzs tris hzé net been 2stablished, hes directad the gcec

ﬁo ask ITT To znswer the specific question: "Is this system cus

cecause of the power failure?™

(S) Uncertainty over the cause and source cf the power

centinued throughout most of the night. At 2100, an cfficer

5, Unclassified.

from

emerancduwm for tne Record from NMCO/NA Desk, Subj: "W"i‘*“y
ssistance during Power Failure 1in NE United tates,"” 10 Kevsmber
565
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¢ Staff (CIS) calied “he NMCC &ani szié <hz=

the Miniszer of Nationz: Defence haéd zsked ni- vC inguire zhzut the

fu
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2llz for most of our irnfermation, since this is nect
Taclilities, of course, have our own sources o- power or emergencies
such 2s this, We only kKnow that it is from <he Nizgarz Fzlls systenm

and it eppears to be =z mzjor break between Nizzzrz 7zl

1)
.
£

that's about as much 25 I can tell vou withous g2TTing inTz an

hal
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& waere I'm uncertain of what I'm say
(8) The NMCC apﬁaréﬁfly did rot receive cfficial notifizzcion
that the Federai Pow:r\Eommiééion_(FPC) wasg ﬁnder:akihg'an inves-
Tigation of the cause ¢f the event until 2216, when the Imergency
Actions Room played back-a tape recording of = recently monitored
conversaticn betﬁeeh thé'Secbé?”énq:the Director of the Faderzl Zower
SR

Cemmission, Joseph Swidler. The conversaticn between Mr, MoNamzrs

and Mr. 3widler was as follows:

S: Mr, McNamara, this is Joe Swidier, Federzl Power
Commissicn. E.

- Jinvestigate tThis Blzékous that's oceurred
in New York and New England, zné we're getting ourselves
crganized here tonight to conduct the investigztion.
I've wired to the tresidents of the Principal companiss
asking them to assemble information and bring in some
experts, and we'll try to get this thing rolling z2s fass
as possible.

M: Very good. Are the lights on in Manhatewan yet?

S: I don't know that. My information on this is no: 2s
good as yours. You have better communications than we
do. The last that we heard, it was not. Our regional
engineer in New York-said that it is net, and the time
he predicted is just about now, but I haven't any word
that 1t has come back.

Q
f
'_J
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Thank you very much indeed, You were nice to




the fallure prevesd <e he =z “ime-consuming operation., I= was nct
untZl he morning of 15 November--cver five days after the failyrme--

tnet the czuse was 2inpeinted at the Sir fdzanm Seck No.

ny
H
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€.ectric Piant on the Niagerz River in Ontario, Canada., There
w&s found that a relay nhad éisconnected the transmissior lines thern
mSViIng power north from that plant, reversing the power flow from.

norin te south and causling z massive surge cf tcwer integ the nerch-

¢

gastern U.S. The péssibility that the failure nad been causac by
s2bstage rzther than by 2n internal breakdown in the power Zris
system c¢could nes be Tirmly ruled out until that time. MThe rde
finzlly coneluded by*lSthvember that "there is ne evidence whatever

: . 3
that sabotage was inveolved in any stage of the power fziluwa, U=

(S) Availzble g@zta are not clear on when, durin the nizght of
. ; 3 =3

o)

9-10 November, the NMCC was reasonably satisfied that the reporte

cause of the failure-—an‘interﬁéi.b:eakdowh in the power grid systepm--

A ¥

————w&s in fact trme. It appears, however, that this rTeport gained

3]

in

-
-

1]

asing credidbility during the period from about 223C, S Novemper

until 0100, 10 November, by virtue of establishin

/

(1]

cable and radios had definitely been traced :o = weak link in the‘
system—-i.e‘, that both cipecuits passed through techni;al control
Eenters located in the vicinity of New York City, and that both were
therefore affected by the commercial power falilure. At 0100, 10 Nov-
ember, the Army Operations Center (AOC) telephoned the NMCC to say
that, although there was no definite word on the cause cof the cutage,
it was suspected that i: originated in a power station or in a2 cable
in the vicinity of Buffalo. AOC alsc reported at that time thast

1 .
“Federal Power Commission, Northeast fower Failure, November ¢ and 10,

1965, A Report to the President oy wne FPC, December 6, 1985 (wasn-
ingTon: U.S. Government Printing 0ffice, December 1963}, p. 1.
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(S} During the remzirder of <he nigat--frem 010

-
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0
CC-=the NMCIC began taking a recrospective lcok 2zt the avenzs of

the dlackout. ZIfforts were made to conscllidate, systemztize, znd

update infeormaticn by contacting NCRAZ, the Service VWer FRosms, and

OZP in preparztion for an 0730 triefing scheduled for ths Crhairman,

€oint Cniefs of Staff. Thereafter, affcorts centered on The

Freparation of various .reports E
agsisvance, and the extent of degradation to military facilities

and cormmunications. E : P .

NMCC and J-3 issessments of the Power Failure
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(S) Zeginning on the morning of 10 Novemper
many weeks therezfter, perseﬁﬁéi:ih{the NMCC and in J-3 tock bzcth
2 retrospective view and a prospective yiew of the Slackous exreriencs
in terms of the_leésons that could be derived for the future. The
retrospective view tendéd to focus on matters of organization énd
procedure, and on the technical fazcilities dcltually affected by the
power outage; the prospective view wés concerned primarily with whas
might physically happen if the Pentagon and the Washington area

suffered a similar type of power failure. The following paragraphs

1

1 formal and

-

provide 2 capsule summary of these assessments, bassed o

T

informal memcranda and repor:s Prepared in the zftermasih znd on

information conveyed in personal interviews with various participants.

Matters of Organization and Procedure

- (8) One of the obvious lessons of the Nertheast power failure

was that the NMCC needed to add still another type of crisis event

lIt should be noted that the critical assessments made by various
individuals during the course of personal interviews deo not necessari
represent the views of the majoriiy of the participants in the NMZC
and in J-3. On the contrary, many of the opiniocns expressed crobabcly
represent a minerity view or even a purely individual one. For
purposes of future reference, however, i% is believed that the
reporting of minority and individual views mey have value in delinea

4 - - 4 e ) Fad - I e -
ST isclaving varicus trcblems <ha< may deserve further attenticn.

s
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=8 LTE growing 1listT of significant everts wiaT Iecuire itTs atientisr

2ni cognizance. Fcllowing the tlackeus, 2 stznézrd crzzedure for

Tuture significant outzge would result Iin the use of the standard

nstificatisn procedures alrezdy specified in NMCC OP L-2, "Signifiasz
Zvent Netificaticn Procedures," dated 6 March 1865, That Operastione

significant communication outage affecting the World W de Nztional
¥ilitary Commané and Control System would immediately be rezorted e
tne Viece Directer, ¢~2, the DepDir/NMCS, the NMCS Divizion Chief, tn

- .;J l
Jd=-£ Duty Officer, and”'the DCA Operations Center.=-

_;?ﬁutaggs by Army Techniczl Control, oy the

Defanse Commuriicztions Agency Opééations‘Center, and by the NMCC,

They also specified that 1f the commernclal carriers weres unable to
restere service within ten minutes, alternacte routes, using military

]

acilities, would be activated. Whereas before <he power fzilure

cnly dual outages-—of both the cable and radio circuits--were

immediately reported, the new procedures provided that even singles cu
ages of over 10 minutes would be reported to the NMCC/CCOC 2rd ctherw

relevant officials.2

(C) The ambiguity in the na:ture and cause cf the powasr fzilyre-

5

and in its effects on both milltary and civilian facilitiss--revezlec

“Other significant events covered by NMCC OP 4-1, include the
following: (1) Berliin; (2) Cudbz; (3) Nuclear Accident/Incident;
(4) Hijacking, dazrassment, or Incursion or Overflights of &£/C or
Ships/Collisions involving US/Allied A/C or Vessels W/Non-4Allied/

Major A/C or Missile Accidents; (S5) COIN Operations, Coups or
Changes in Government; Development®of Insurgency Actions, Major
Operations; (6) Civil Disobedience; (7) Diszscers (National or
Internaticnzl); (8§) Dlsasters-Foreizn; (9) Unusual Activizy/
Possible Sabotage at US/Allied Oversezs 3ases; (10) Coup Attempts
or Significant Deaths of Key Government/Military Figures; (11)
Augmentation of the NMCC; (12) Sa-2 Strikes.

73
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Ly in dete rmin_ng which agencles had prime

€}
0
'!
(1]
1~
m
1
.I.
<
(1]
‘3
o
-

(121
;:

TesponsiIility for investizative and remedizl actions. In the NMCC,

fcr examcle, the guestion arose as to whether or no: +=is event

could be clzssified 25 z civilizn Glsaster, and, if £¢, whether
&sslstance activities to civil autherities f2l) under =x nurview
¢ the U.S. Army (4in providing military support to Civil Deflense)

¢ was primarily zn Office of Zmergency Flanning responsipilizy. Th
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larifly responsitilities, roles, and caéabilities of t2oth

military ané nc n-milits &ry agencies in such svents was indicazed,

(S) The retrospecsivs assessmencs ¢t the blackaut'experience

)

mede Ty various NMCC p articipants tended <o focus on seversl croblem

arezas, includin~'the la k of coordinaticn amecng government ggenciss,
The NMCC's Iack of u"eca stion to‘handlepthis type ef event, znd the
mere general deficiencies in organize tion ané procedure revezied

Sy the event. More speci flcelly, the individual critiques, volced

by & number of different parficipants, included the follewing:

-

1. There is inadeguate l eral comrunicstion zmong

l.

varlous warning =nd coemmand centers and responsible government agenc?

.he fi"st of;ic*al word of the power failure =o the

KMCC. There appeared to be a breakdown of lzterazl ccmmunication
between the Federal Power Commission and other agencies--un<ili the
situation had developed. It confirmed that there was 2 problem of

identllication, notification, and lateral communication in CONUS."

(4]
"

2. The NMCC 1is inzdegquately prepared :o investigate and

aport on domestic events. "The initilal response cof the NMCC was

:that 'this Iis a civilian matter'. It was only after the scope of
the blackout became clear, and-outside'queries began coming in, that
the NMCC grasped that they had 2 role to play iﬁ this event. The
NMCC is geared for a military crisis and repoxting z wmilitary
cperation. It 1s not geared for reporting domestic events,
Reporting won't be accomplished unless it is important to the

military."

3. The NMCC relieéd too heavily on TV, radio, and the wire
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service news coverage of the event and failed to utilize its
extensive conmunication cepability to collect information directly

from primary sources. "The NMCC has z tremendous capatilicy for
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the colliection of information, yet it depend
dio, and the wire services--for most of its infermation on.
what 1s happening outside. NMCC personnel zre not adecguately
informed about the nature of the overall U.S. command ani control
structure and the place of the NMCC in this structure. th'knowing
ebcut the facilities avallable and who should be notilied is one ¢f
the basic problems, Decisions are net raridly reached because of
lzck of famillarity with the command andé control system. There are
spots within each of the major poﬁulation centers where people have
information that will be useful. But individuais here in the NMCC

are not trained to think to call these people.”

L, NMCC personnel rely tco heeavily on zutomztilc check
lists, not enough on thoughtful analysis &gbout whoe needs what types
of information. "By making people so reliaznt on check lists and
forms, we keep people from thinking. The DDO should functicn as 2
nerve synapse. They have to be extremely capable. I have coften
thought that this place would run better if we had =z civilian hard-
core group running it. The closest thing ©to top-notch nerve cells
here are the two NS2& (National Security Agency) representatives, who
gre retired milltary. They have z hablt cf automaticzlly listing
everything of interest; they automaticzlly reach out and call to get
information. They function as absorbers cr sponges zaznd when the
mement comes to give out information, they havé it all sorted out an:
anealyzed. The running of a command and control center should be

made a career for military personnel and civilians."

5. Too little reccgnition was glven to the possibility th
the blackout might have been produced by acts of sabotage. "This wa
not an immedlate response because we are net that suspicious and we
generally feel secure in the United States. I first thought of
sabotage when I first heard this discussed on the radioc. Our previo

experience would lead us to discount the possibility of sabotage."

e 15 (o dud o WY
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Potential Effects of 2 Power Failure in the Pentagon

(S) The Northeast power failure raised the obvious cuestion

for J=3 and the NMCC:

What would happen

commercial power outage? In the severzl

blackout, this question was investigated

here if we nad 2 similar
weeks following the power

in detail. The zanswers

-
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were Laril

frem 2 repert prepared by the J-3 NMCS Division en. 1l Decemser 1665:

mac Electric Power Company (PZ2C0O) fur-ishes
r 7or the Pentagon. Two primary sourzes—-

-t and Alexandrla, Va.-~arrive at the Fentzgon
Heating Plant on two 66,000 volt Eigh Tensicn (E7) circuits.
rrom the transformer yard azt the heating plant, four 232,000
volt HT circuits are fed underground to zwo switching
cubicles below the Pentagon. Four 12 XKV locgs are
cistributed through the Pentagon to 17 traznsformer vaulss.
Each vault has four 300 XVA transformers ané 2 pair =7
assoclated switchbcards. Primary power for the NMIC
complex comes from two transformer vaults, locased cn the
first floor, D Ring, Corridors 8 and § respectively. Each
has a four wire, 129/208V, three phase service whic: provide
necessary 'Red' and 'Black' power sources for the NMOD.

In the event of commercial power fziluve,
crovide auxilliary power fer their Communiczsions anmd Jperation
9! T

Centers. 'The only zuxiliary power provided the Fen azen ouildin;
is for the' ZXIT 1lights. The NMCC obtains emergency gower
from the Department of the Army Communications Center. Two

250 XW Diesel Motor generators, located in Room 33¢LL, provide
about 100 KW of Emergency Power, through Intriczte switching
systems in the NMCC. Remaining power sucpliss cthen Army

needs. One of these generators is on ausomasic swiseh a2t all
times. Should primary power fall, 2 sensing device zutomaticall
cranks the Diesel engine and switches the generztor onto the
emergency power bus. Some emergency powsr is available within
30 to 60 seconds after & primary power fai ; nowever, the
full design load capability may. take 10 <o misutes.

0

If 2 primary power fzilure occurs, the Tollowing will
continue to operate .in the NMCC:

2. 'Emergency lights~-all areas cf <he NMCZC.
b. Telephones and Indicator Butten Lights--all areas
of the NMCC.
¢. All communications equipmeni in the communic
d. Telephones, ZMATS, and VLF Seize Key in the
Actions Room. .
.__Public Address System. _—

e
~Z. Secure Phones. »

h. Defense conditions and status display boards.

i. Interim Dzta Terminal (spare in the Communications Soom

J. Associated telephones and TELZCON eguipment in the

JCS Conference Room.
Note: Due to the time required for emergency generzior starting

all on=line crypto equipment would need resynchronizing
with the distant terminal.

If a primary power failure oécurs, the following will
be incoperative in the NMCC:

. Alr Conditioning. :

. Automatlc Data Processing (ADP).

. Long Distance Xerox (LDX).

. Graphic projection facilities.

. Pneumatic tubes.

., Miscellaneous items (stove, refrig

SO0 A0 Owp

rateor, ete.

:
“Memorandum for the Directeor Administrative Services
NMCS, 12 January 1965, Enclosure A, "Investigztion
Concerning Electrical Power for the Pentagon and t

Fcllows:" CONFIDENTIAL.

FED

, from J-3,
and Pindings
he NMCC zre 2as
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(8) "As 1t Turned cut, even this repcrt proved to be scmewha®

L]

Cotimistic ceoncerning the eguipment that would continue ¢ funection

.2 the NMCC under auxiliary power. In a subsequent actual <es+

1]
)

neld on 1% January 194€, the NMCC was switched to em gency power
o)

te 0855, & repert noted %he Tollowing discrepzncies:

There was a total power outage from 0810 t¢ 0f17 EST.
THls wzs caused by 2 faulty automztic relay switeh in =
transfcrmer box in the corridor outside NM2C. It was necessary
tc shake the transformer in order te effect the transfer

TQ emergency power, ‘ : '

Wnille operating on emergency power, the followinz izems
¢ld not functlon:

211 wall plugs.

All electric clocks.

A1l electric typewriters. :

Cirtain control switches in the conference TOCH,

A? wire service was not wired to receive emerganc

power. .

(6) OXford télephone instruments in the SECDET's. office
and conference anteroom. o A

(T) ALL "receive™ cegpability for pneumatic tubes. ("Send"
capabllity to AFCC, NFP, AWR, and NCC operaticnmzi).

(8) ZLights behind ADDO and DDO and lights above map
Presentation boards benind Desk Officers.

(8) Lights in latrine.. ,

(10) Conference room flourescent overhead lights.

(11) VLF in Zmergency Action Room. _

(12) Al azuxiliary accessories to =A conscles, such as
tape recorders, clocks, ete.

(13) All air conditioning (except individuzl units in

‘Communications Room).

NN
U £l P et
et Nt N s

There was no provision for battery lights in either the
DDO's office or the Graphics Room, which resulted in “hose
rooms being totally without lights during the seven minutes
when there was no power,

T T T e e —

B (S) The potential severity of the problems createé bﬁ inadquate
auxiliary power in the Pentagon is only partly revealed ty the fore--
going data. .The auxiliary generators supplying electricity to the
NMCC did not provide "no break" capabllity in the switchover from
commercizl To emergency power. Thus the power interruption would

produce desynchronization of the ¢ryptographlic equipment, the spill

lMemoraﬁdum for Chief, NMCS Division, from NMCC/CCOC, Sub: "Power
Test for the NMCC, 14 January 1966," 16 January 1666, CONFIDENTIAL.

BT
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out of datez in the computer core memory, the temporary loss of
secure volce circuilts, znd similar disrupticns <o equipmens
reguiring a highly reliztle flow of electrical energy. Moreover,
without air conditioning, it was estimzted that the NNMCC ceuld
crobably not function effectively for more than two to fbur hours
tecause there would be cverheating of temperature-sensitive com-
ponents internzl to the electronic equipment using emergency power
and because heeat and atmospheric conditions in the facility wouid

' b
create an uncomfortable or intolerable working environmens.®

(8) Since only the NMCC and the Service Communicestions ans
Orerations Centers are covered by auxiliary power, the situztion
throughout the rest of the Pentagon would be evén more grim. All
lights (except EXIT 1lights) and electrical equipment would fail., The
SecDef, the Chairman, JCS, the Director, Joint Staff, the Director,
J-3, and other officiﬁls would bdbe left 1n the dark, as would such
vital support activities as the DIA, and the other Joint Staff
offices aﬁd facilities. Only the telephones would be cperative,
but their use would be limited essentially to cutgeing calls because
the indicator lights on call directors and multiple-line telephones
are dependent on commercizl power and therefore it would be difficuls

or impossible to detect which lines contained zn incoming cell.

Inltizl Remedial Actions

(S) In the light of this survey of potential effects of 2
‘commercial power fallure in the Washington zrea, it beczme zpparent
trhat the command and control capabilities of the NMCC and of the
Pentagon more generally could be seriously degraded by an outage
comparable to that which occurred in the Northeast blackout. As a
consequence, varlous short-term steps were guickly taken to improve
the situation and activities directed toward longer-range solutions
were started. The actions taken during December 1965 included the

following:

lMemorandum for the Director of Operations (J-3), Joint Staff, from
DCA Assistant Deputy Director for National Military Command/System,
Subject: "NMCC Emergency Power," 10 December 1965, Ref: ©23/3350
CONFIDENTIAL.
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1. The U.S. Army--which supplies auxiliary power tc the NMCC--

already had plans to expand and enlarge their Emergency Power capabil-

[E3

.
-

toe 2-250iW Dlesel generaztors and 2-750KW g&s turbines. This

!

would previde & "no break" power for on-line eqguipments as well as
"stand-by" emergency power. Six months was rrogrammed for the
completion of this installation; however, action was initiztec by the

Lrmy to expedite installation.

2. The NMCC anc the Service Communications and Operations
Centers took action to insure fthat the LDX equipment wvas connected
toauxiliary power. Further action was taken by the NMCC te¢ have
graphics egquipment connected to auxiliary power. This would give the
NMCC a "no degradation" capability in 2ll areas except ADP where azir
conditioning 1s a necessity and could not be tied into the exist-

ing auxiliary power supplied by the Army.

3. Arrengements were made between the NMCC and the Depertment
of the Army to run weekly tests on auxiliary power in an effort to

determine difficulties encountered during the switchover to auxil-

(=

3

ary power znd to train coperators to react promptly. The first
test--2 simulation with the auxiliary engines already running znd
qualified personnel standing by--was held on 19 December 1965,

The second test, held on 1& January.l966 (glready referred to above),

for the first time actually shut off the commercizi power source

to the NMCC.

4., J-3 developed 2 plan--dubbed "Operation Alternate Dynamo'--
whereby varicus key OSD and OJCS personnel would be provided tem-
porary office space in the NMCC .facllity in the event of a commer-
cizl power feilure. Office space and equipment was to be made
immedlately availlable to the following personnel: Secretary of
Defense; Deputy Secretary of Defense; Assistant Secretary (ISA);
Assistant Secretary (PA); Chairman, JCS; Director, Joint Staff;

Director, J-3; Vice Director, J-3; Deputy Directors for Commang

M|



Areas, J-3; Director, J-4; Director, J-6; and Defense intelligence

Agency personnel.l

(S) In addition to these "guick fix" solutions, efforts were
begun to develop two longer-range solutions. By June 1966, arrange-
ments were made with PEPCO to retain the Pentagon 2s a locaé on one
primary generator (backeé up by a second) which it will isclate
frem the power grid during a collepse. At that time the DcD hag
&sked the Generzl Services Administration o make a formal zgreement
on this matter with PEPCO. Other efforts were directed toward the
problem of auxiliazry power for critical facilities in tne Fentzgon.
The JCS had asked DCA to expand its initizl study on the Pentagon
NMCS emergency power to include information on a number of cost
options and certain NMCS activities not physically within the NMCC.
These options were presented to 0SD in-December 1666, with the
request that a detailled sSystems engineering plan for the improvement
of the NMCC emergency electrical power and environmental suppeort be

developed.2

C. NATIONAL INDICATIONS CENTER (NIC)

(S) The NIC--located in the Pentagon--is the opefational arm
of the U.5. Intelligence Board (USIB) Watch Committee. The Watch
Committee has the same crganizational membership as. USIB--i.e,,
CIA, State, NSA, DIA, FBI, and AEC--but the representatives are
one echelon below the rank of the USIB members. The Committee

:regularly meets at the beginning of each week to assess foreign
intelligence indicators and to analyze various developments that
caild lead to hostilities. Based on this analysis, it Dublishes a

weekly Watech Report. Aside from its regularly scheduled meetings,

lMemorandum for the Director Administrative Services, from J-3
NMCS, 1 January 1965; and Memorandum for the Director, Joint

- Staff from Director, J-3, Subj: "Emergency Zlectrical Power for
The National Military Command Center (NMCC)," 30 December 1965,
UNCLASSIFIED.

JCSM-478-66, 6 December 1966; and Memorandum for the Chairman,
Joint Chiefs of Staff from Office of the Secretary of Defense
(Administration), Subj: "Emergency Power for the Nationzl Military
Command Center (NMCC)," 7 January 1967, CONFIDENTIAL.

2
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any member has the right to call a2 special meeting of the committee
1

=<

'henever he deems 1t necessary.

(S§) The NIC is headsd by 2 Chief, & Deputy Director, znd a
Senlicr wWatch Officer. 1In adéition, it has z staff of 30 personnel

Y

whe cover the Zh-hour period on 8-hour rotating work shifts, Ezch

ct
m
)

m is composed of 10 personnel--a Wateh Officer, a Junior Wztch

(»
bh
ty
}obe

e

H
n

eve

©
m

[}

s nelysts drawn from the civilian and military irtelli-

[11]
wm
—
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[t}
M
3
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)
M
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e

o]

NS2&, CIA, Army, Navy, znd Air Force), zné z clerk-

ct
ol
‘U
lJo
in
ct

It is in frequent ceommunication with ezch of the nmejor
in:elligence agencies--CIA, NS4 and DIA--anéd mezkes 2 routire situa-
tion check with these zgencies once every eight-hcur shift. Aside
from the usuzl éryptographic teletype équipment and secure telephones

tne Center contains AP and Reuters teletype press tickers.

—~
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[®)

tification to the NIC of the Northeast power
TFailure occurred azt 1805, when an NSA maintenznce man came into

the Center and szid that he had heard z radio report that there

was & power rallure in New York City, beginning at 1728, &and

in ceston, beginning at 1721. Shortly after the maintenance man's
departure from the Center at 1811, the NIC Watch Office» gueried the
DIA representative in the NMCC and was informed that the available

information was that the power fzilure was dus to a mechanical break-

down in the power system. FHowever, no mention was made of the

noct informed of other significant events during the course of %he
night--e.g., that OEP-HIGH POINT had gone on an increased alert

(to te discussed in & later section of this report).

(S§) Detailed log data on the subseguent communications of

the NIC during the night of 9-10 November were not available,2 but,

time of the Northeast power failure, the last special meeting
Watch Commitftee had been held during the Cuban missile crisis
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1. _The NZC had no specizl operating crocedures (S0Ps) for
handling events such as a power failure, primarily because its
mein focus of attention is on longer-range forelgn intelligence
nGlcetors. In the event of 2 repetition, i was believed that
"perhers tre intelligence community should be solicited zng we

CINCs."

-~y

should z2lsc check wish &F

D

L]

e no S0Ps for zlerting the NIC to outages of the
nov been informed of such outages prior %o the
rower fallure. The KIC personnel raised the guestion: "Shouldn't
the DIA representative in the NNMCC pass this informztion to us 2s

& matter of significance?”" There were alsc no SOPs fon transmitting

informaticn that OEP-EIGH POINT had gone on increased alert,

3. The NIC would te highly vulneratle to & power ouvage in
vhe Fentazgon. The entire arez would be dark. "We have only dry

cell Tlashlights." The secure felephones, cryptographic eguipment

.teletype tickers, and cther electirical eguipment in the Center would

nov operate. Because the Air Ferce is the Executive Lgent for the
NIC facility, Che provision of auxiliary power to the Tacility would

recuire AF authority and action.

i
AR |

“Information in this section is based on communication logs of the
wZSE, the NMCC, and FTAL, and on zn interview with several key
wnSR personnel (Interview No. 17, & February 1966).
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E. OFFICE OF CIVIL DEFENSE (OCD)l

(U) At the federal level, three major elements of OCD were
involved in the events of the power blackout--the National Werning
System (including the National THREE Warning Center ané the National
Warning Center, co-located with NORAD Combat Operations Center); the
National OCD Headguarters Operations Room (Pentagon); and the Region

One Headguarters (Harvard, Massachusetts).

lInforrnation in this section 1s based on communication logs of the
National Warning Center, the National THREE Warning Center, NORAD-COC,
the NMCC, and on variocus OCD reports. The OCD Headquarters Operations
Room (Pentagon) did not maintain deszlled communication logs, and

the account of that activity relies essentially on post facto data
Presented in the 0CD document, Effectiveness of Civil Defense
Organizations and Systems during the Northeas: Power Failure of
November 9, 1965, Ko dete (circa December 1665), FOR OFriCiAL USE
ONLY. Time references in the latter document have been corrected,
where necessary, by reference to the aforementioned logs.
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Netional Warning System (NAWAS)

(U) First indication of the failure for OCD came z=< 1745, when
the New York State warning point cazlled the Naticnal TEREE ‘arning
Center (co-located with OEP-HIGH POINT in the protected relocation
center near Washington, D.C.) to report z power faillure "in New
Yerk City ané vicinlty," and to ask if there were any indicatiosns of
ar. attack. The response by the Attack Warning Officer on duty Qas,

"The warning system is normal." This is the standard response required

—

by CCD Warning Center Procedures. It relates to readiness and
sipcly means that there has been no declzration of "azir raid waraing,"
or that CINCNORAD has not declared an "Air Defense Emergency Warning
Red or Yellow." The most likely interpretztion of this message by

the warning peoint is that "it 1s not a2 military incident" or "this

is not enemy action."”

(U) At 1746, after receiving this call from the New York State
warning point, the Attack Warnlng Cfficer called the National Warning
Center, located In the NORAD COC. Ee was told that the NORAD
Controller had the same information about the blackout and that
NORAD was checking on it. This information, and the absence of =z
declared air defense emergency by NORAD, apparently led him to
conclude that "all is normzl there." -At 1748, he checked with ezch
of the state warning points in OCD Region One and reguested information

-on the extent of the power failure. On the basis of this check, ne
concluded that "it appears that New York, Massachusetis, Rhode
Island, Connecticut, and parts of New Hampshire are blacked out due
to power failure." Shortly thereafter, the following special
announcement was made on NAWAS to the warning peints in OCD Regions
One and Two: —

The warning system 1s normal. Power fzilures are reported

throughout the nertheast. Appropriate announcements will be
transmitted over this system should the situation warrant.

GCD NManual 4305.1, "OCD Warning Center Procedures for Operation of
e National Warning System."
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(U) On the basis of this announcement, 2 number of stzte and
local civil defense personnel apparently concluded that it had
officlally been determined that the power failure was not caused by
sebotage or enemy attack. In Massachusetts, for example, the
Massachusetts State Civil Defense Director announced at 183C over
the Bcston and various other radioc stations that:

The Massachusetts Civil Defense Agency was informed by

NAWAS within a minute after the blackout happened (sic) thzt

it was due to & massive power failure, and not from sahotage

or enemy attack. The repidity by which NAWAS clarified <the
situation is direct proof of the efficlency of the warring
system to respond in any type of disaster.

(U) While such announcements were being made public, however,

neither Warning Center THREE nor the other commnications and

command and control centers could in fact verify the &ctual source

)

nd cause of the failu?e. At 1755, the Center checked with fhe
New York warning point tc ask if they knew the cause: "They éid
not know.," At 1815, after numerous intervening calls <o and from
the NMCC, the OCD Operations Room, OCD Regicn One, and the FEI,
2 systematic check 6fhthe NAWAS circuits was begun. Each stete was
reguested to call all warning points and report the status of the
tate circuits. That check, completed about 1830, revealed that in
New York there was no response from Rochester or from the Atomic
Energy Commission (AEC) and the General Services Administration (GSA)
warning points in New York City; Massachusetts reported two stations
that did not acknowledge, but did not rame them; and New Hampshire
reported that Claremont did not respond. At 1827, the Center -
attempted to contact the Federzl Warning Center in Canada, but did
not get any respoense. AT&T was notified of thls fallure and service
was finally restored at 1920. At 1847, the Region One warning
circuit became very noisy. Service was impaired, but transmissions
lwere readable over the noise, This was reported to the Toll Test
Room in Richmond and the clrcult was restored to normal at 1915.
By 1910, all warning points were completely operational except

LZC and GSA in New York City and Claremcnt, New Hampshilre.

URCLASSIFIED -
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(C) The previous announcement thst "the warning system is
normal" caused a number of offieiazls to cazll Warning Center THREE
on the assumption that that Center had information cn the cause znd
source of the failure. At 1920, for example, an FBI agent callied to
request further data, and was told that a1l was normal only in the
sense that "the Warning System is operating normal." That gqualifica-
tion was added in all subseguent responses to inguiries, ang, by 2000,
czllers were being told that an "officizl reason is not available
in this office. We have a request in a2t the New York Stizte varning

pcint to advise when the official reason is determined."

(C) Even the qualified statement that "the Warning System is
operating normal," was somewhat misleading. In fact, although it
was possible to reach 27 per cent of the warning points in the blaeked
out area via the NAWAS system, it was impossible to warn most of the
publiic in the affected area because over 25 per cent of the sirens
and other public warning devices were dependent on commercizl power.
Moreover, at that time there were no alternative plans to utilize

commercial radioc faecllities for warning announcements.,

OCD National Headguarters Operations Room {OCD-OR)

(C) The OCD Nationezl Headquarters has nc full-time operational
center. ‘Emergency information i1s handled during duty hours by =z
deytime Duty Officer (0830-1700) and during non-duty hours, Sundays,
and hellidays by & weekiy Duty Officer. The OCD-OR comprises the
suite of offices occupied by the OCD Assistant Director for Plans
and Operations and his Deputy. These offices include connections
to tHe NAWAS circults, AUTOVON voice circuits, and z connection
to the NACOM 1 teletype equipment located in the OCD Mail Room.

(There 1s no NACOM 2 (radio) circuit in the Pentagon.)1

{(C} On the night of the blackout, the OCD Assistant Director
for Plans, hls Deputy, and two other members of the Directorate

for Plans and Operations were still in theilr offices when, at about

nterview No. 44, 28 March 1968,
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1745, the OCD Emergency Infcrmation Cffice notified them of the
power failure.l At that time, they zctivated the Operztions Recom.
The flrst action was to contact the Naticnal THREE Warning Center
(at about 1755). The Center indicateé thz: the warning system was
normel and that each State warning poin® wzs operationzl, tut con
emergency pcwer, except for Malne and New Jersey, which hLad
commerecial power. Shortly thereafter, Nztiornal THREE was directed
<0 contact the State warning points and request them to make 2
special roll call cf the 97 warning points in the affected arezs to
determine whether NAWAS was operetional tc these warning points and
whetner the warning points were operating cn commercizl or emergency
power. At about 1800, the Director of Plans and Operations calied

the NMCC and briefed the CCOC there on the information then avelilable.

(U) Concurrent with the call to Nationszl THREE, a czll weas
placed to OCD Region One headguarters, but there was no answer.
£ long distance call was initiated to the Regional Director's home
at Leominster, Massachusetts. The long distance telephone circuits
into the northeast were swamped and it was necessary to assign
priority to the call. Operators along the line seized circuits
and the connection was completed in about three minutes. The
Regilonal Director was instructed to activate the Regional Cperating
Center with a small cadre of personnel. Activation of the Region

One Center was begun at 1836.

(U) The OCD-OR did not maintain detziled communication logs
during the course of the evening of 9 November, but, according
to a subsequent report, the following activities occurred:

Communications were maintained with the National Three
Warning Center and OCD Regicn One which, in turn, were in
contact with the eight State warning points, the 97 warning
points within States, and the State Civil Defense Emergency
Operating Centers. The Natlicnal Warning Center at Colorado
Springs was requested to connect the Canadian Federal Warning
Center to the NAWAS control circuit; and this provided ancther
point of contact and information for the headgquarters cperation
room. Another source of information was the OCD Emergency
Information office. From these sources, the OCD operations

Interview No. 45, 28 March 1968.
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room was able to determine the degree of State and local
emergency government organizational readiness and (1; that the
Nation was orn nermal readiness, (2) that the OCD Nationail
Wazrning Center was operational, (3) that 291 of the 97

werning pcints had answered rcll call, (4) that the werning
points in the affected area were on emergency power, (5) that
NACONM 1 vecice communications from Reglon One teo its States was
cperational, (6) that NACOM 2 teletype from Region One to its
States was not in operation untll the Regicn Cne emergency

power generstors were activated at €:50 p.m., (7) ¢that a1l

State EOC's in the &affected area had been activated, incliuding
the State-arez and State-secter EOC's in New York, Ccnnectlcut,
ané Massachusetts, (8) that civil defense officials used
ccmmercial broadezst stations to advise and reassures the

generzl public, and (9) that civil defense officials and
guxilizries assisted in many communities in traffic control

and evacuaticn of people from shelters. Additionally, the
operaticns room was able to determine rapidly the general extent
cf the power fezllure in the northeastern Stztes and southeastern
Cznads as well 2s tne subsequent progress of power restcration.
Subsequently, it was determined that 51 commercizl redio stations
that had experienced power outage were able to return to the

glr by using emergency generzating eguipment furnished under
OCD's Breoadcast Station Protection Program.

UNCLASSIFIED

The OCD operations room immediately reported all significant
available information to (1) the Office of the Secretary of
the Army, (2) the Army Chief of Information, (3) the National
Militery Command Center, (4) the Office of Zmergency Planning,
and (5) the Department of Interior, including the Defense
Electric¢ Power ALgency. Information wes zlso avealilable to the
wire, press, radic, and TV services at thelr request through
the OCD Emergency Information office,l
(U) The OCD-~0OF phased out its operatiens at about 2100,

9 November, after learning from the National THREE Warning Center
and other sources that "normal service will soon be avallable-~-more
localities are getting power," and after determining that the
Region One Operating Center was functloning. Thereafter, the OCD
Naticnal Headquarters emergency information activities were handled
by the regular OCD Duty Officer, who continued to maintain

contact with the Nationzal TEREE Warning Center znd with the

Region One Operating Center.2

lOff’ice of Civil Defense, Effectiveness of Emergency Government

Organizations and Systems during the Northeast Power Failure of
Novemper 9, 1965, No date (circa January 1966), Unclassified.

Interview No. 45, 28 March 1968, and National THREE Warning Center
communication logs.

2
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Fecfon One Headouarters

(U) Activation of Region One Headquarters zt Harvard,
Mazesachusetts, was begun st 18306, but the Operating Center inditizlly
nad éifficulties in starting 1ts emergency generators. Communica-
ticrs systems were checked using commercizl i{elephone ani NAWAS,
wnich did nes reguire commercizl power. After the emergency genera-
~ors were started, at 1350, the other comnuniication circuits were
necked and found to be operaztionzl. 4 seccnd roll call was taken
of the warning points shertly thereafter. All points acknowledged
€xcert one in New Hampshire and <we in New York City. Thereafter,
eccording te & subseguent report:

tatus of State EOC activation was determined. All stzates
reported that: (1) there was z well controlled situation with
emergency brcadcast information provicding reassurance to the
public, (2) civil defense personnel were asslsting police in
many cities, (3) the State cf Rhode Island declared a state of
emergency, and (4) civil defense units at State and locezl levels
were organized and ready. The infor?ation wWas reported to the

OCD operations room in the Pentagon.-

OCD Lssessments of the Power Failure

(FOUC) Following the blackout, the Director of Civii Defense

eppointed a special committee to review OCD performance during the

.
.

event, and the following information is excerpted from the repor:d

of that group:

Problem: A basic question exists as to what the Office
of Civil Defense should be doing during non-civil defense
emergencles. The answer to this guestion, in turn, determines
the data, 1f any, the OCD should collect zng possibly relay
0 higher and lower government authcrities. The answer aiso
would determine what information should be disseminated to
the public by OCD. '

Discussion: Whenever z situation cccurs which is outside
the realm of OCD's daily exlstence, the OCD receives information

lOffice of Civil Defense, Effectiveness of Emergency Gevernment

Organizations . . .", op. cit.

2Memorandum from Directorate for Policy and Programs, Directorate
Tor Plans and Operations, and Directorate for Emergency Operations
to Director of Civil Defense, Subj: "Information Flow for Non-
Civil Defense Emergencies," 19 November 1965, FOR OFFICIAL USE ONLY.
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om ihe Regions and Warning Points ané rezuests for
fermation from other sources. As for <he cuzlity of the
teé collected znd/cr disseminated, it appears there is

¢n to be desired. Lot because the datz doesn't exlist,
t due to the fact there is no procedurzl base on which
‘e can collate, analyze, and evazluate dats coming in. In
addition there is no coordinatioen process within the DoD
structure of which OCD is an zctive perticipant.

e TN
[ R LI B |

X

-

ct

Perhaps the most serious snortcoming ¢f the curre
concerning the various non-civil defense emergency situz
that arise is the Zack of defined ansa eggreed COCD resoecneitl
We become invelved not because someone has sald, "Trnis 12
J00, do it," tut becazuse there is no clezr delineztior cof
operaticnal respensibility zt the Federzl level, ané CZD hrz

>
as
-y

ol

en inherent operationzl capability. State and local cfficlals
tend To loock to OCD when these situations arise ecazuse, nis-
toricaily, the Federal Civil Defense crganizztion once zlso

nad naturzl disester responsibilities and, civil deferse
communicaticrs capabilities zre availzble to them. Lisc, civil
defense has selzed every opreortunity to utilize non-Cr emer-
gency situations to create a fazvorable public imzge or pubtliic

information picture.

The tendency to use these non-civil defense Emergency
situetions for crezting a favorable image is sometimes mis-
leading. . . One case in poin:t. During the power fazilure,
we reporcved that NAWAS was intact and operztional. Aryone not
intimately familiar with the warning system would assume from
this that the status of civil defense warning wes good. Tre
information we omitted could be misleazding. We did not rerort
that nearly all sirens operzte on commercizl power and they
could not- be souncded. We 2lso failed to recort that the AP
and UPI circults, printers,. ete.  in the blacked out area
were lncperzble for varying periods of time. Washington UPI
reports that almost all of 1ts wire service printers in the
affected zrea were cut for 2z while. The eblliity to activate
EZES was degraded; however, the EBS Plan provides alternz<e
means to activate the system, Hence, the accuracy of the data
reported by OCD to various sources could be misinterpretecé by
omission of some of the facts.
lities zas

In order for the OCD to meet its responsib
i obvious

assignec by Federal law and Executive Order, it
that the primary CD systems, e.g.,

-
it
£
18

Warning (NAWAS control circuit),
Shelters,
NACOM I and II,
tockpiles (Engineering, Medical, Shelter supplies),
RADEF,
EOC's (Region and State),

U Iz b

hzve to be capable of operations at all times. They, therefore,
must be tested in the event of a non-civil defense emergency
and the results, as they affect the general publiec, provideag
to SecArmy, SecDef, and the President, particulariy if this
capability has been seriously degraded. This is particularly
true in emergencies other than natural diszster. Sabotage

¢f power, communications, transportation znd other systems can

e easlly accomplished, and might te & precursor cf a2 nuclear
attack on this country.

o
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With Téspect to other oCD Tésponsicilities during non-
¢ivil defense emeérgencies, it wculd appear that OCD coulg and
should function as an information gathering mechanism fo=
Obtaining situation reports from Stace &éngd loczal levels ¢f
Eovernment, Utilizing NAWAS and NACCM Tacilities. This inform
tien shoulg be provideg to the 0EP o» Gther Pederz}
@5 approprizte to their Tesponsitilicies in non-civ:
emergencies hus 2lso should pe usec to aznswer Congre

!

inguiries that zre received,

NAWAS ang KACOM communications facilities 2lso could be
used, irf deeired, to provide information To State zng loczl
Eovernments about the nature of the emergency, €.8., tha«
it is net related to a Nuclear attack. However, the cther
decisions toncerning this Probliem are teyond the DuUrview
cf OCD aithcuzh the Committee Teels tha: they must pe
taken into consideration in Seétting up future Procedures,

OCD PUELIC INFORMATION ASPECTS: 7TIn ¢ e
of Emergency, OCD can EXpect to receive cue
rat
s

mediz Teépresentatives concerning its ope
and whethep these have been affected. T
e answereg fectually 8s authorizeg by ¢
Defense opr his representative, Cr by hig)
&re the only guesticns to which OCD Publie info
should gddress themselves, All other cQuestions, excent those
dealing wizp Ta&tters for which OCD has & Cire

TeSponsibility, should be referred either -
Defense news Toom or to the Office of Energ
depending upon the nature of the inquiry.l

Ibid. To the author's knowledge, this cangig agsessment ty 0OCD
represents the only case in which 2 responsible agency involved
in the power failure Sponsored an officizl, Systematic, eriticeal
review of itsg OWn operations ang their implications for future

c¢rganization ang brocedures. Ag such, it répresents gz commendable
erfort to derive valuable lessons and guidelines from the eéxXperience.

o
o
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(U) On the basis c¢f the precedi ng zssessment and similer

]
L[]

treepective ¢ritiques, CCD developed a2 number of general con-

clusions ancd zlso undertook various corrective actions. As of
fetruary 1666, these conclusions znd zctions were as fcllews:

O
@]
7
O
o]
i}
vy
m
ot
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O
3
in
g
O
O
£

=

. Conclusions: The capability of OCD <o collect emergency

'I
b
Fy
9}
s
3
m

tion 1s apparently neither known nor reccgnized by cther

€lements cf the Natilonzl) Federzl es-ab lishment, even theough this
czpability exceeds that of any other Federzl agency. During the
emergency period OCD Gid not receive any requests for information

&

frem any elemen f the Federazl Government. The Emergency Measures
ganization of Canadz reported a similar situation. Further, all
reqguests to State and local governments for informaticn were self

zenerated by 0OCD.

2, Actions Taken: OCD is studying proper channels and pro-

cedures to advise approprizte Federal agencies: (z2) of OCD's

cormunications sysctems and organizationzl readiness ¢ obtain ang

report emergency infermation under peacetime cisaster situeations,
D activates its Operations Room upon “he cccurrence of

Glsasters of significance, and (¢) that Federzl agencies should

i

ndicazte their point of emergency coritect during regular and non-
regular hours to receive reports from the OCD Operations Room.

Netional Warning Svstem

Conclusicns

1. The NAWAS communications system is relizble during
periecds of power failure, but the ability to transmit warning to the
public is almest entlirely dependeént on commercizl power. Siren
systems recgulre commercial power almost without exception. Although
some commercizl broadcast capability was retzined, there were no
alternative plans to use these facilities for warning znnouncements.

he develop-

m

ct

2. OCD should continue to suppcrt and encourzge

upon

ot

jo

ment of outdoor warning systems, even though these are dependen
commercial power, because likelihood of power availabiliity on a

Netional basis in the event of a surprise attack is rezsonably high.

UNCLASSIFIED | eg
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That 0OCD gi"e priority emphasis to current work with roce
for (2) develcping hﬁ“e racio alerting devices and the necessary
sugppcrting systems and (o) developing procedures for trarnsmivtting

Ttack warning over commercial radic troadezst stations.

[1t]

1))
[&1

L. That eil ccrmercially-pcwer eguizment zssociated with

HEWLES be replaced ty telerhone circuit powered egulipment cr
suppcrted by auxiliasry generators.

wn
Q
2
)
o
mw

the following cptions for irstructions <o the

warning centers in responding to guestions concerning possitle eneny

a. Continue the present procedure to respond only thet

ot

the system is normzl. This will be interpreted to mean "No enemy

action." This might be misleading as an incident could be the
result of covert enemy actions, buf unxnown or net releazseabie

to the publice,

(D
ct

t. Give a positive respons hat There has, or has not,
been eneny action. This would derend upcn receipt of positive
irnformaticn from some source outside of OCD and, therefore, is
currently impossible. |

-

c. &

m
‘g

ort that OCD has no infcrmaticn. Because of 0CD's
warning responsibility and the public assumptiion that we must have
full information to meet that responsibility, this response weould
be Interpreted as unwillingness to share information or inability

s

to carry outv our warning mission. Eilther interprefation could resul:
in adverse criticism of OCD and the entire Federzl Government.

G. Refer the inguiry to NORAD Combat Operations Center or
to NMCC. While this would reduce or transfer criticism, it probably
would not produce a better answef.

6. The bzsic problem is that there is apparently no procedure
or plan in the Federal establishment to issue public information
concerning actuzl or potentizl enemy action short of actuzl zir
attack on the Nation. Increased rezdiness z¢ DEFCON 2 (and DEPCON
5 when so directed oy higher headguarters) is to be reportedé to the

Governors bui no public dissemination is prescribed.

=
(o)
O
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Leticns Taken .

1. By letter cated 15 November 1665, OCD advises <he Federal

Tower Commission that "Wnit

t
.

e

[

e Federzl Government has the cap-

ity to communicates essentizl emergency information to the cublic
tnrough Government channels, it has not rganized itself te provide
sucn communications to the public during natursl or man-made disasters,
ghort of nuclear attack. A question could be raised as ts whether

the Federal Government should study thé desirapility cf performing
tris funetion, Procedures in OCD Manual 4305.1, "OCD Werning

Center Procedures for Operation of the Nationzl Warning System,"

dated January 1963, provide a reply to inguiries which is subjec

cr

tc

the interpretation that the occurrence has not been caused by enemy
actions. There is no procedure for warning center officers to be
given Information from cther sources to answer such inguiries, other
theén on the basis of Defense Readiness Conditions declzred by NORAD,
which they can check. Also, there is no known place 1in the Federal
Government except the OCD Warning Centers where State znd locezl
governments can obtain such information. Since the OCD Warning
Centers are responsible lor disseminating "&TTACK WARNING," conversely

they have been put in a position to indicete wnen z situation is

not an "ATTACK WARNING". The OCD becomes involved in non-civil
defense type disasters regardless of whether or not it has & natural
¢isaster responsibility. The nature of the Netionzl Warning
System, the Emergency Broadcast System, and the fact that Stzte and
loczl civil defense directors have both enemy and natural diszster
responsibiliities automatically involves 0OCD. The OCD is, therefore,
Jjudged on its actions and effectiveness of its programs no matter
what the cause of & disaster may be,

(U) OCD also developed similar conciusions and recommen&ations
pertaining to Emergency Information, to Region One Headquarters, and

to Stete and local Civil Defense elements.1

1

:‘

J.
"Gevernment Organizations and sttems dur_“g he Northezst Power
Failure of November 9, 1965, No Date (Circa Januery 1963), UNCLASSIRIEL

For further information on these, see OCD, Effectiveness of Emergency
<
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983 OEPEﬁP's'rirst knowledsé of the power fallure came at 1753,
" 39 minutes after the first indication of failure occurred at 1716,
At 1755, the Director.of OEP Regien 1 (Harvard, Mass.) telephoned the
[EP Chieilto advise that "there was a power blackout in the No;theast.

In response, the[@higﬂ telephoned the NMCC 2t 1803, and they "con- '

firmed the power blackout." 'In quick succession, the following
T ;

i Interview No. 15, 20 January 1966.
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ccrmuricatlons took place:

1807 - OZ? Deruty Director called seeking informaifen. Fe
suggested czlling Consolidated Edison in Hew York.

180€ - Cortaeted Consolicdated Edison. GEizekout corfirmed,
Czuse unknown.

ested advisability cf

]

d Deputy Director. Sug
ring an LBLE alert.

181C - OEP® Director of Information ce&lled znd express
desire to announce that there was no military
Disagreed, zs no infermation on military stas
available,.

1814 - Guard calleg Duty Officer and informed him ¢ra< the
Somt Alarm alert signal had been activated.

1825 - Chief called conrerence of Key site pérsonnel,

1826 - Washington Switch queried Duty Officer asking
wherezbouts of Depariment of Interior Duty Cfficer.
Suggested calling his home.

1830 - Wzlter Cronkite TV news progranm reported that the key
Lo the blackout was believed to be in the Buffzlo-
Niagara area,

1832 -

=

ttempted to call OEP Deputy Director - line busy,

1833 - LEttempted to czll OFP Emergency Overations Diregctor --
line busy,.

1834 -~ czlled Duty Officer to fill him in with events up to
thet time,

1838 - OEP Security Office czlled seeking informzation.

1840 - OEP Director of Information called seeking informztion.

1841 - Another OEP staff member called seeking informaticn.

1848 ~ Czlled Director of OEP, advising him there was no firm
information up to this time, Suggested to him that =z
Condition ABLE should be declarec. He directed that

this be dcne at once,

1849 - Condition ABLE announced.

(S) Aside from OCD--which activated its Operations'Room and
Region One Emergency Operating Centér--OEPfHP was the only other
national-level command and control center thét went on full alert
during the course of the power failure. Asked to explain the basis
for this decision, the Chief of the Speclal Pacilities Division,

responded:



SEEE

We zlways suspect the worst. We had probei arcund.for
2 gooé hzlf-hour ané could not pinpoint the trouble. We
couldn't find cut il it was sabotage or what. Sc we got guite
concerned. We contacted CON ED in New Yecrk and got very vague
infermation from them. T A S : SR -

(S) One of OEF-HP's own systems--the Bomb Alarm conscle--might

have been used as the first source of information about the pover
failure, but it zpparently was not. Although the outage in that
system initially occurred at 1718, it was not until 181L, nearly an
hour later, that the outage was called to the attention of the OEF-IP
Duty Officer. The information ccnveyed by the Bomb Alarm console at.
that time was hardly encouragipg. In addition to yellow lights at

22 of the 99 target locations, it showed red for Szlt Lezke City, Utakh,

We tried to make scmething out of the Bomb Llarm System;
put it didn't give us any informzition. One loop ocut of each
of the three was out. The cne loop centered on Albany explained
the Northeast indicztions; but it was unnetural to have one
from Salt Lake City and Charlotte.?

The uncertainty over these two reds, together with the inability

to pin down a cause of the power.failure, apperently contributed

to the decision to recommend that OEP-HP géjon the alert., It was not
learned until several days after thé ﬁower failure that the two reds
were false indications caused by 2 peculizarity in the circuitry of

the particular Bomb Alarm console located at .HP.

1 bid.

2Tpia.
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(8) Ancther paradox in notificatizn derived from the co-location

¢ the OCD National THREEZ Warning Center ir <he KEP Tacility, Desnite

the fact that the Warning Center hzé informziicn zbout the power
fallure at 1745, OEP-HP did not learn of the event until 10 minutes

aveér -- ancé then only through its own communica-ions ckernels teo

(S) TFollowing the declaration of the AELE alert, QEZF-x2
activated 1its Command Post (at 1855), and from thas point c¢n until
0, when the LEBLE zler:t was terminated, continuous effcrts were

made to determine the cause and source cf the failure, Pursuins

the initizl lead that the failure appearecd to stem from the Niagara-

Zuffalo area, the OZP Director of Information, at 1856, tried <o
contact the Army Supply Center at Niagara Falls Municipal Airpert,

but was unable to get through at that “ime. At 2028, the Alterrate
Defense Coorcinator for the FRI czlled and "wznted any information
we may have." The Chief of OEP-EP zat that time requested the 7t
Coordinator tc "tzlk to some of the FBI agents in the Buffalo zrez
anc see 1f they can be of help in giving us irnformation." The

Coordinatcr "said that he would and would czll back."

(8) At 2030, the Chierf Electrical Engineer, Consolidated
Ediscn Company in New York City wezs contacted:

He advised that they are trying to get the power back to
11 sections of the cities as soon as possible, The power is
vack on at thelr mzin station., All of Staten Islznd has pDowsr
and & small plece of Brooklyn. The fault was on the Nizgarz
grid system where something was pulled down. Hope tc have i+
all back by morning, but can make no definite answer. KHe
stated that he is at their main office downtown and has no
idea of the status in other parts of the State. Also does
not know the conditicn in other States in the Northeast.
Suggested that this information be obtained from the
individual power companies.l

At 2040, this information and the previous reguest made to the FRI

Coordineztor were relayed to the O=P Deputy Director, who, in turn
- 3 > >

said he thought that "they (the FBI) should try to have their agents

check on ary information available."

Office of tmergency Planning, "Log of Emergency Activities,
November 9, 15€5," SECRET, Tab 2.
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(S) Accerding to OEFP-HP spokesmen, the response of the FEI to
reguests for informazticn was incrdinately slow and inadecuate.

kT 2220--nearly iwo hours after the originel réeguest tc the FII

Cocriinetor to check with agents in the Buffealo erez--CZF-HT g=i11
nigd not recelved any respense. AT that time, the Chief zzzin calied

the Coordinator and relayed a second reguest made by the Zepusy

cirector of QZP "teo nave his zgents check the Syracuss-“gzhester

m"

‘erez,"” on the basis of z report that the failure may have occurred

on the Niagarsz/VNMohawk line 1o ed there. At 2235, the FEI
Coorcinator called the QEF-HP Chief to repers that "their office hnas
Just getten in touch with the Supervisor in 3uffalc butf thev nave not
learned what the officlal has found out." In the meanwhile, the

Coordinator said that he had asked the F2I ty Officer to "cell

ot

yYou as soon as he hears anything," and "if vyou learn anvihing tha

you think the FEI shoul d be made awszre of, cell us, One hour lzter--

the HF Chlefl called the FBI and was told bty the Duty o
"we have talked to our official ir 3uffelo and anything that we have

o report will be reported direc Lttorney Generzl." That

ot
'__l
d
ot
6]
t
g
D

cenversation apparently ended OEF-HP's attempis te secure addizticonel

'll
1
H

informetion from the

(8} OEP-EP? had similar difficulties in obtaining information
from the private power companies, Sometime during the pericd bDetween

1830 and 1845, the CEP Region One Director talked to the Vice

n

resident of the Eosten Edison Company in charge of transmission line
and was told that the trouble was located in an electrical facility te
end one-half miles below Nlagara Falls. Unfortunately, when OEP

ried again at 2140 to contact the Boston EZdiscn Vice President in ord

ct

o obtalin more detaliled information, "he was bound, gagged, and thrown

ol

invo 2 manhole; he simply dlsappeared--i.e., the company lawyer had

= Instezd,

got to him and wouldn't let him give out any informaticn.”

)

“Interview No. ¢, 21 December 1065,

-

b
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<he Director of rublic Felations feor 3cston Edison conveved to QOEP

the fellowing information:

Large areas of the city are back cn (estimates 30%).
The rest eare coming bac? on circuit by circuit. EZstimzses
that all will be con within two hou‘_. Heard on the radil
that Western Massachusetus has power con. boston has three
mejor generating stations. Beston is tied together with
New Ycry ty 2 grid system, and z power failure there would
effect- the Boston area. Feels sure that the power failure
was nct in the Boston system, but occurred elsewhere, <

(8) In the absence of any positive informeticn as to the cause
ci’ the Tallure, OEP--like OCD--was confronted with the problem of

ease to the mzss mediz of communication. A4t

()

what informetion teo re
about 1810, the Bureau Chief of the Hears: newspavers in Weshingion
called the OEP Office of Information and asked if there was zn zler:.
According to the spokesman who was contacted:

I asked myself if we dared to put out information that
there was no alert. I made a two-second, high-level decision to
say nothing abtout a military a2lert. If I had said therse was no
alert, it would teake 10-15 minutes for that information to
go through the communication network--and by that time there
might have been an alert; and ycu would have a hard time
refuting the previous informaticn. Instezd, I tried to
demonstrate that the situation was one c¢f normalcy. I implied
that things were under control.

This was 2 real problem, because there was no way of
really knowlng what the cause of the power outage was. Wwe still
don't know for sure that the c*rcu“ treaker was not put out of
action by some hostile act. It coulé heve been done with one
rifle shot &t the power facility.”

.(S) Despite the absence of pcsitive informztion on source and
cause of the failure, the OEP-HP officiels gradually developed 2
consensual Jjudgment thst the probaole cause was an inter :al brezkdown
in the system, rather than sabotage. This judgment was based on
the lack of evidence of physical destructicn to power equlpment, on
the fact that electricity was being restored in many areas, and
on the fact that there was no follow-up enemy action:

We cdld not have any definitive information on the cause
that night, but a number of things seemed to confirm that

it was an internal breakdown in the system, rather than sabotage.

Our information indicated that there was no lines down and no
eguipment destroyed. The electricity iIn Soston ceme back on at

"Log cf Emergency Activities, November 9, 1963," op. cit., Tab 5.

Interview No. ¢, 21 December 1965,
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If there was going to be sabotage,
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Director of

¢, and extra-duty employees
2

10 November, the Director

his staff was leaving for home.

ol

been informed that ths cause of the
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The power company says the

the remzinder
the power re

informeation to QOEP? officials and %the

OZF-EP was continuing to

reports and the mass media coverage cf the eve

called to obtain information on the perc

in the zffected zrezzs--irnformation to be

CS, briefing scheduled for 0730. E? respond

in twe recent UPI pre dispatches, data

already avallable in the NMCC.

NMCC.

follov-up
Ly 22:00 p.m.
Tellure due

steor
ks late
rely heavily
nt.
entzge of
used in the
ed by cuoting

thet

Agein, at 0735,

che NMCC called for late Infeormation on percesntage of resioration
t¢ be included in a2 report for the Secbef. OZP-HPF suggested that
the NMCC watch the "Tocday" show on TV for "on the scene" reporis.
OE? Agsessments of the Power Faillure
(S) OEP-EP spokesmen were disturbed by their inability to
ccllect reliable date on the cause of the power fail ure:
I think that the thing that impressed us most wes the

Ingbility to get information on this particular incident.

All we got was negative information.
isclate the cause.

Ve were unab

In general, this does not augu

le to
r well for

2 rezl emergency--even with a good communications system.

(S)

security significance of such events

domestic crises because it is not rout

0

EP-HP is limited in its ability to interpret
as power fazilures

inely informed on

I,

2Tpid

erview No. 15, 20 January 1966.

the national
ana other

foreign
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¢ crliticel neticnzl decisions:

One of our protlems is that HIGH 2CINT 2is no:t >irreed ug

witn the Intelligence community. Communicaticns £0 frzm CIz

Tz the Fock (LRMCC), to the PEI whieh we zre not aware 7,

we gre prepared for intelligence interchange, tut we den't get

Tnis Information zs 2 matter ¢f routine. e are not —nlcrmed

Cn & routine Tasis of critical nationzl decisisns., The Tipsecer

c¢f CZF attends the HatiZonal Securisy Cou“ ~1 meetings ani

Te&sges ¢n the Infornation that he receivas There, Tyt even

ne 1g excluded from scme of the criticzl decisiors,<

($) It was telieved that the declaration of an A3TF zlaws rned
Sgen eprroprizte under the circumstances and that 1:Ts use unier -hese
crncitions grovided 2 useful test of how DIP-IT personnel would
respondé under nen-exercise conditions:

I don't think we would do anything differently. We felt

we did everything we could do under the circumstances. We

were parciculerly plezsed with the response of our employess

to tne alert. We head had an exercise z couple of weeks before-

hand; so the employees knew if was not an exercise. We knew thae

they will come under exercise conditions, but we have cfter

speculated i our people would come under emercency conditions.

This event provided a useful test., It was an excellent perfermance

ang we made z point of letiing our people know that we felt that

way. 2

(S) The event indicated a number of deficisncies in OLP-KEP

]

reporting procedures, and especizlly a2 de2lay in informing the
Director OEF and other high-level officials. 25 = conseguence, CZIP-ZP
was given an additlonzl mission--tc repcrt directly to the CIP

Director on any "sigificent ineident thzt the President might be

interested in." (In the case of the §-10 November power failure,
the President telephoned the Direcicr of OEP hefore the latter had

rnovledge of the event.) This "significant incidens reperting systex”

nad been formlized in the form of written procedures.

{S) The power fzllure indiczted the need for improved inter-
~communicatlon between the NMCC and OEP-HP:

People in the NMCC often do not seem to realize that
HIGH POINT offers a useful scurce of information on various
subjects. For example, we do gst involved in naturzl disasters.
we become the transmittel stetion, covering for the QEP Disaster
Assistance Division.

-
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Su

tseguently, in

There 1s a wezkness in our present relationships. 1In the

we had fairly close personal relationships with severzil
there; but these have declined. The basis cf our

nship has been mainly personal. We have hzé few formal

ents, although the personal contacts may heave grown inte

g formal. From our pcint cf view, relationships could

T; we weuld prefer to have sometninz more Iormal. VWhether

ontacied cr not seems to depend crima*i’y cn the

lar cuty officer who is thers a2t the time. I wil s

owever, that about a month after the blackout, we £
11 from one of the NMCC Duty Generals. That is ti

me that hes happened in a long time,
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In the past, when the NMCC had z new ; turnover of personnsi,
they nad an arrangement for the shift team to come tc FIGH

POGINT for z briefing. That nasn't hapreneC here in a long time.
Until Three yezrs ago, the NMCC shifts came out 25 a2 tear and

we established personal relaticnships with a number ¢f trem. 1

)

ebruary 1966, the OZP-EP Chief and the NMCS Division

Chlefl worked out a new set of understandings and procedures regulating

interactions between the NMCC and ﬁIGE POINT. Among other changes,
new arrangement specified that the HP Duty Officer on each shift
to conduct a routine check with the NMCC. The NMCS Division Chief

2lso been informed of the critical incident reporiing procedures

(C) On a more general level, the Acting Director of OEP reported

-

following actions that hacd been taken by his agency as z result of

1. Our national office is working with the Federzl Power
Commission and the Defense Electric Fower &Administration in - —
developing an information gathering system in cooperation wit
the electric utility industry for reports to the President
through CEP and to various levels of government in the early
=tages of cdisasters on such occurrences as the Northeast power

feailure. The revcrts will cover the cause of the trouble, the
extent of the disaster, restoration schedules and problems, znd
rossible Government actions. These reports should provide
essential facts and conclusions of valuable assistance to us
in refining and improving our emergency planning with the
electric power industry. When the plan has been perfected with
respect to power, it 1s planned to extend the techniques to
cover ifransportaticn, communications, and other essential

2. OEP has requested the Departments of Commerce, Interior,
and Agriculture to conduct a survey among leading *ndustriﬁ_
concerns in thelr particular resource jurisdictions to determine
the effect of blackout on operations. This survey will include
such industries as electrical equipment, petroleum, chemicals,

the

the

was

had

instituted by QCP~-HP.

the

the power failure:
resource- areas.
and food processors.

1.,

Toid.
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3. ©OEP, 2s a result of this experlence, nhas improved its

ablility to respond to this type of significant incident by
installing strategically placed telephones; an zutomatic staff
reporting system; andg establishing closer working relationships
with other zgencies, including DeD, in connecticr with reporting
such instances, and in lessening their impact oy rroducing

quick, accurate infeormation to loecszl guthorities znd to the
public. The power fzilure zlso ermphasizes the needé for
emergency generators in 2ll essentiail fzellities, incliuding
hospitals. 1In addition, 1t seeks %o highlight the need, in power
pools such as CANUSZIL for 3 censral organization to serve as a _
sourcé of information and contzct whenever ¢.fficulties develop.~©

l”CANUSE" refers to the "Canada-U.S. Eastern" interconnection--the
power grld system primarily affected by the 9-10 Nov 65 power failure,

2Eighty-Ninth Congress, Hearings before the Specizl Subcommittee to
investigate Power Failures..., op. cit., p. &7.
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V. SUMMARY OQOZSERVATIONS

(S) The Northeazst power failure of 9-10 November 195§

\h

Lemon-

-

strzted that the“e are physical vulnerabilities in the commercial

power system that have serious implications fer U.S. commznd an

h

centrol operations and defensive capeabilities. Theat even<t zlsc
revealed various organizaticnal and procedurzl problems that are of
potentizl significance for future efforts to improve U.S. cezpabilities
to detect, interpret, and communicate infermation about domestic
threats and dangers that may have relevance for nationzl security and

U.8. military caepabilities.

A. PEYSICAL VULNERABILITIES

(S} The Ncrtheast power fazilure and other similar large-sczle
power outages heve demonstrated that the U.S. commercial power grid
system 1is physically vulnerable to massive internal breakdowns.

Although corrective actions were taken after the Northeast power

hy

0 strengthen the power grid system and thereby reduce the

ot

Failure

robabil

'
|.l.

ty that similar cascading effects will occur, cver 20 major
feilures-=-affecting nearly every section of the United States--have
occurred since the time of the Northeast fzilure. Severzl of these

bsequent failures have affected large areas of the country and
azuse¢ electrical outages of several hours. On 5 June 19€7, for
example, a failure covering eastern Pennsylvanlz, New Jersey, and the
Delaware-Maryland peninsula affected 13 million pecple and lasted for
periods ranging from a few minutes up to 10 hours.l

(S) The analyses conducted as a result of the Northeast power

failure also suggest that to an unknown degree the system is vulner-

able to sabotage. The potential for effective sabotage has not, o

1 B
“F additvional detalls on this event and other major outages, see
i

Feo ral Power Commission, Preventi of Power Fzilures, A Report to
the President by the FPU (washingvc*: U.S. Gevernment Printing Office,
July 1967), Vol. I, pp. 21=-27 :
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Subsequent steps have been tzker tc provide addl:iional power

been remedied has not been evaluated in the present study.

(S) There is currently little systemztic knowledge ci ths

o

effect of azn extended or prolonged power cutage on command and control

enéd defensive capabilities. Present plans and protectiive neasures are

[

redicated on the duzl zassumptions (&) that commercial powsr fazilures

‘o

H

will be of comparatively short duration (e.g., 1less than 72 heurs),
znd (b) that only highly criticzl systems andé facllitiles (commznd and

llations, communications, hospitals, ete.)

| B

nse

w

ccnirol centers, radar
need tc be covered by backup power. Much of the backup power Ior
eriticel ins<tzllations is not designed for religbhle, sustained opera-

=
LLOnNS

o}

ver relatively long perioés of time. Thus, for example, the
battery pack backup provided by AT&T on several SAC Primary flert
Sysﬁem lines began to fail within & lew hours &
Similarly, many of the zuxiliary generatocrs presently uti
verious military installations are not designed for sustained,
relizble operation for more than z few days. Mcreover--aside Iirom a
few highly protected installations, such as the KORAD Combat Operaticn
Center, the ANMCC, and OEP-HIGE POINT, which could be totally self-

sufficient for periods of approximately 30 days or more--meny ¢f the

O

supportive functions at military installetions and bases are not
covered by backup power. The absence of light and power in such
facilities as stererooms, repair shops, hangars, barracks, mess halls,
fuel storage facilities, etc., might gquickly lead to & progressive
degradation in the overall system, so that even the vital functions

could no longer be performed effectively.

y ot
1
(Ty



(. -

1

ORGANIZATIONAL AND PROCEDURLL DEFICIZNCIES
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cecific Observations

(S} The detection of the power fzilure and the <raznsmittal
of information about i1ts occurrence te the various commandé znd control
centers tended to be both slow and unsystematic Iin nature. As shown

ir Tatle 1, bzsed on the time of the initizl electrical cutzge at
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November, the first knowledge of the fzilure in the different
cernters reanged from Ifive minutes fer the Air Ferce Command Post to L6

minuces fer the National Indicztions Center. ZIZxcept for the AFCP
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the NMCC, and the NORAD-COC, th
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rence and first knowlecdge of the fzilure was over 25 minutes for all
centers.

Table 1. (S) TIME OF FIRST XNOWLEDGE OF POWER FAILURE
AND ELAPSED TIME EETWEEN INITIAL OCCURREHCE
OF OUTAGE AND FIRST HNOVWLZDGE FOR VARIOUS
COMMARD AND CORTROL CENTERS (U)

Center Time of First Elapsed Time between
Knowlecdge (EST) Iritial Outezge (1716)
and First Vnowlecge(”in )
NMCC 1729 13
' NIC B— 1805 4g
NEC OCD OP 1745 29
uﬁb) OEP-HP 1755 39
FAA-CCC 1750 34
SDOC 1750 34
NORAD-COC 1735 ' 19
NWC 1750 34
NWC-Three 1745 29
ADCP , 1743 27
AFCP 1721 5
AOC 1800 4y
NFP 1800 4y
(S) The notification of appropriate civil and military command
zuthorities was similarly slow and unsystematic in nature. The
déudti
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The SecDefl apparenily lezrned about the fzilure

through his own DoD sources shortly before 1200, but the Director,

Ly}

-3, vas net cfficially notified until 2000 hours--nearly twa hsurs
and U5 minutes after the initizl outage and twe and one-hzlf hours
zfter the NFIC first learned of ‘the failure. Similarly, the J-3
Deputy Director for NMCS was not officizlly nctifled until 2850--pver

one hour zané 20 minutes after the NMCC first learned of the ‘zilyre.

(S) The implications of the power fzilure for national

fu

gsecuritly were not grasped guickly by meny cf the centers and, as
coriseqguence, investigation ¢f the cause, source, scope, ané esfects
of the event was delayed. Approximately 30 minutes elapsed befsre
the NNMCC began an investigation of the overall effects of the power
fazilure on military capabilitiés. Most of the centers, in fact, nad
inazceguate knowledge of fhe scope and effects cf the power outage
until the teletype press stories znd mass mediz of communicetion

began reporting fully on the event in the period after 1800.

(S) Meny of the centers relied too hezvily on the.press
service, TV, &nd radio coverage ol the event zand, correspondingly,
Tailed to utiiize their own primery informaticon sources to full
advantage. Despite the fact that moét of the centebs have elaberate
and sophisticated communication facilities, these facilitles, in
- many instances, were not quickly and zdeguately used tc canvass
sources of infermation that were readlly available through the normal,
established channels. Several of the centers, including OEP-KEP and
the FAA-CCC, have elaborate teleconferencing capablilities, but these
systems were not used even within the organizational confines of 2
particular agency, much less as z technique for gquickly sharing

information among different agencies.

(8) Similarly, the power failure demonsirated that existing

]

)

monitoring and detecticn systems were not adeguately utilized

=

cizgnostic tools for eassessing the scope and cazuses of the fazilure.

N

} -+
1



&
wiewR

The Romb Alarm éommunicatcr‘s Displey console, for example, could

: have quickly provided a rough delineation of the area affected by the
power failure, but in zt least three different centers, the fact that
the system showed yéllow indications throughcut the Northeast was nos
communicated fo the appropriate officizls until nezrly an hour or more

after the outage occurred. Additional ussful diagnostic datz could

have been obtazined from the DCA Communrications Centers, loczted both

[WN

n the Washington area and at the KNORAD Cheyenne Mountzin facility,

¥

ut there i1s no evidence to indicate that data from these sources

wer

technicel) assessment of the power failure.

e adequately utilized in the overall substantive (as oppcsed ¢
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.- (S) The event demonsfrated that there were no well-established
ér understocd procedures for alerting the various command ané control
centers to undertake increased precautionary and readiness measures
in 2 nonmilitery context. Increzsed readiness could hzve beeq accom-

Dlished in most of the centers by the declaration of & DEFCON 3, bdbut
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the precedent for the use of this device in domestic crises had not

been establlshed and there was no established alternative zlerting

system avallable,.

(8) Most of the centers dismissed the possibllity <f sabotage
cnn the basis of inadegquate and unconfirmed evidence. With the excer-
tion of OEP-i? and OCD, most centers readily accepted the initizl
infermation that the cause of the fallure derived from an irternal
brezkdown in the power system and faliled to take adeguzste precesutions
0 insure that this information was correct or to hedge agzinst the

of

H
n

possibllity that it wes incorrect. 411 the familiesr mecharism
danger denial and disbellef--repeatedly cdemonstrated in past studies
of disaster and crisisl--were manifested, both individually and col-
-lectively during the night of the power failure. First, they were
exhibited by the several human coperators &t the varicus commerciz
power control centers who refused to belleve the meters and gauges
which showed a gross deviation in the balance of electricity anc whe
therefore fziled to press the buttons that activate the circuit
breakers. Subseqguently, after the power fzilure had occurred, the
same types of denial and disbelief were reveazled in the too-ready
acceptance of the initial reports that the power failure was of
mechanical origin; in the delayed response in checking existing
moniteoring systems and primary information scurces, and in the mis-
interpretation by state and local Civil Defense directors that the
standard formatted message sent over the National Warning System--"The

warning system is normal'--officially meant that it hac been estab-

lished that the blackout was not due to sabotage or to enemy attack.

(S) The event also demonstrated serious deficlencies in the
ability to investigate and rapidly isolate the source and cause of

power outages. This was manifested in the unsatisfactory information

lsee Charles E. Fritz, "Disaster,” in Robert K. Merton and Robert A.

Nisbet, Contemporary Social Problems (New York: Harcourt, Brace &
World, Inc., 18961), pp. 651-694.
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that OZP-HP received from the FBI 2nd from the rrivate power

companies, and in the fact that over five days elapsed before the

source and cause were pinpointed by the FPC.-

(S) The power failure demonstrated various deficiencies in the
existing guijelines and procedures for the release of information tc
the mass mediz of communication and to the public. The NMCC released
information to the press'and the broadcast medié that could have been
damzging to the national interest in the event that this event hagd
been inspired or instigated by an enemy. OE? faced similar prcblems
in determining whether or not to deny or confirm that there was a
military zlert. And OCD found that there was no established mechanism
or procedure for informing the public when an "Attack Warning" had

not been 1ssued.

(S) Various steps were taken by the responsible command and
contrecl centers to correct some of the organizationzl and procedurzal
.deficiencies revealed by the power failure, but these steps appear te
be essentizlly piecemeal and unsystematic in nazture. Many of the
remecizl actions were oriented too closely to the problem of dezling
with future power failures and have nct taken into account the fact
that thls 1s simply one type of domestic crisis, among many, thet
poses a2 potentlal threat to National security or that could be
associated with an enemy attack. Many of the actions were also too
closely tied to internal organizational changes, and not sufficiently

oriented to interagency communication and cocrdination.

Generzl QObservatlons

(C) The following generzl cbservations are drawn not only from
the present case study but also from nuﬁerous previous investigations
of the Northeast power failure and from previous studles of disasters
and criticel incidents-conducted by the author and other investigators.
They are designed to provide a broader context for viewing the

specific findings and conclusions of this study and for re-exaﬁining
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the corrective and remedial measures that were taken by various
command and control centers in response to the deficiencies revealed

by the Northeazst blackout.

(8) To dazte, the problem of danger detection and warrning has
been too narrowly limited to the possibility of an externally induced
attack on CONUS. Thus, for example, the USIZ Watch Committee and the
inteiligence agencies are constantly monitoring foreign‘indicaiors
nat might reveal hostlle 1ntent and provide strategic warning.
Similarly, NCRAD, through the use of its SAGE and BMEWS systems, is
constantly monitoring the gxternal aerospace environment for indi-

cators that would provide tactical warning of an attack on CONUS.

(S) There is no comparable mechanism for constant monitoring
ard detecticn of potentizl dangers in the domestic arena. Instead,
there are a series of separate centers--both military and clvil--ezch
viewing the happenings within the nation through its own peculizr
organizational foci of attenticn, and each, to & large cegree, zctirng
independently on the Iinformation that is avallable within 1ts own

organizational boundaries.

(S) The basic technical substructure to support 2 more adeguate
monitoring capability already exists  in the form of many different
detection'and communicaiion systems currently being used by govern-
mental agencies and by private industries. By combining znd integrat-
ing data from such systems as the Bomb Alarm System, the ATET damage
assessment system,l the DCA Communilcations Center, the FAA Communica-

tions Control Center, together with the information that can be

lThe Bell Telephone System has already developed a highly effective

system for assessing damage to 1ts own facllities and equipment
resulting from natural or nuclear disasters. This system has proved
te be highly effective in measuring damage to the telephone system
in past floods and hurricanes. The system 1s so set up that
information about the entlre country can flow to AT&T headguarters
in New York City or to one of three presently available zlternate
command posts. The alternate command post at Armonk, New York is
hardened to at least 50 psi. AT&T also has a so-called "Quick-
Check" System, located at the DCA facility in the NORAD Cheyenne
Mountain Complex, which monitors voice c¢lrcuits across the country.
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Guickly obtalned through OEP, OCD, and similar cecmmunication systems,
it should be possiblie to maintain a kind of constant monitoring
capability over domestic incidents that have potentizl significance
for naticral security. These, when combined with curren< forelgn
irtelligence data and data from SAGE, BMEWS ané other warning systéms
would provide z basis for quickly isolating the location, scepe, and
pessible cause and source of the danger, thereby enabling a2 deter-
mination as to whether or not the event has nationzal security implica-
tions and therefore does or does not require immedizte precautionary

and protective action.

(S) Such an integration of data from existent military and non-
military detection and communication systems did not exist a2t the
time of the Northeast power fallure, nor does it exist today. Instead
the tendency is for each agency to view its own monitoring and
communication systems as isclated, independent entities. As one

expert on the U.S. command and contrcl system has.szid:

It is useless to design and operate elaborate and expensive
information systems unless the output can be converged,
integrated and diagnosed in a rational fashion. It is
virtually useless to acquire new systems, expand old ones or
to change the utility of current systems until this integra-
tion process has been established. ...It should be recognized
that under certain circumstances, militery information systems
have information of great potential value to the non-military
parts of the government. The obverse of this, i1.e., taking
advantage of information in the non-military parts of the
government by the military,should also be emphasized.:

(S) As the foregoing statement suggests, the basic problem in
.the detection of danger and in the process of investigating, analyzing
'and assessing potentizlly dangerous domestic events dées not lle in
the lack of adequate technical equipments and facilities. Rather it
lies in the lack of social organization and training to utilize more
effectively the information that can be obtained through existent

facilities. As is true in many areas of modern life, there has been

lT.G. Belden, Institute for Defense Analyses, Memorandum for the

Record, SubJ: "Summary of Activity on the Bomb Alarm System
(BAS) Investigation," 2 May 1966, SECRET.
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& "social lag" in which the process of developing social organizations
for officlal informztion gathering ané anzlysis has not kKert pace wizn
the capabllities of the technological fzcili<ies that are currently

availzble.

(S) This "social lag" has to a large degree been cvercome by
the commercial mass media of communication which--with thelir large
national and international staff of reporters znd photographers, and
speedy technigues cof communication--can rapidly report on a great
variety of events throughout the n;tion and the world. It is probably
this capablility for extensive and repid reporting that has caused many
¢ the officizl operations and commandé and control cernters to rely so
heavily on these sources of information fer developing their own
_analysis and assessments of happenings in the domestic and inter-
neticnal arenas. But there are great potentizl hazards in this heavy
reliance on information obtained from the mass media ané from the
commercial press services. Early news repcris on disasters, crises,
gccldents, civil disorders, and other dramatic or unusuzl incidents
ere often inaccurate, distorted, and incomplete; and acceptance of
such reports may obscure the need to conduct zan independent check
through officiel channels of information gethering and interpretation.
The mass medla and teletype press reports should never be accer:zed &t
face value, nor as a replacement for rapid, agszressive, and inde-
pendent information search procedures. From an operational standpoint,
they should be used only as secondary and supplementary sources, no:

as primary sources.

(S) All of this indicates that the development of an effective
national emergency monitoring, warning, and protection system--a
system attuned to the needs of our modern, highly interdependent,
and rapidly changing soclety--poses some unusual requirements. In
outline form, these requirements appear to be as follows:

1. Constant, minute-by-minute monitoring of all relevant zand
available signel detection systems-=both those concerned with internal

neppenings, and those directed toward externzl threats and hazards.

' w2
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2. Corntinucus comparison, integration, and analysis of infor-

mation that can be derived from zll of these systems.

2. A highly trained group of spécialists who are oriented
constantly to the total spectrum of threats and hazards to national
securliy--internal and external, foreign and domestic--znd who have
familiarity with the total stiructure of the U.S. government and with

the c¢ritical sources and channels of informestion and communicztion.

L, £&n organizational capabllity to utilize 21l existing federal
resources Icr monitoring and investigative activities, and zlso to
secure relevant data from appropriate centers of information, investi-
gation, and expertise at state and local levels and in the private

sector.

5. An organizational capability to zlert, notify, and inform
appropriate civil and military authorities and insure that respensible

governmental agencies are taking zpproprizte actions.

(S) This outline of system recuirements is used here as an
instrument for focusing azttentlion on the need for developing a2 more
coherent, coordinated approach to the basic problems of detecting and
acting on threats to national security. Todey there are some major
enomalies and inherent obstacles to the achievement of the type of
csyntheslis suggested zbove. Although they vary in the bread<h and
scope of thelr coverage of national security métters, each of the
operations and command and control centers studied in this report
covers only a portion of the total spectrum of externzl gndé internal
threats and dangers to the U.S. Moreover, 2lthough there is consider-
able sharing of information between and among many of fhe Centers,
each Center, understandably, %ends to focus primary attention on its
own speclalized areas of operaticnal responsibility and to refain a
monopoly on some types of Information available within ité own system.

‘Thus, for example, OEP-HIGH POINT--which has responsibilities for
handling mejor domestic peacetime disasters--is not routinely informed

of feoreign intelligence indicators or of data on current military
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cperations and therefore is unable to evaluate such domestic disasters
cr crises in the light of knowledge that might te available to the
Natlionzl Indications Center or to the NMCC. There are zisc continuing
ancmalies in the division of labor between OTP and OCD. Despite
CEF's continuling responsibilities in peacetime crises and cisasters,
CCD--which ﬁas responsibility for handling & pctential nuclezr attack
emergency--has a major share of the communicaticns and operztional
capability relevant to routine crisis or emerzency situations, but
is constrained by statutory and budgetary limitztions in using 1its
resources in such events. These z2nd similzr constiraints deriving
from law, statute, tradition, organization, and training impose
serious impediments for current efforts to remedy the type of

deficiencies revezled in this report.
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VI. CONCLUSIONS AND RECOMMENDATIONS

A. CONCLUSIONS

Prysical Vulnerabilities

(8) The Nertheast power failure of 9-10 November 1865, znd over

no

0 mejer fallures that have occurred since that time, indiceate that

ct

he U.S5. power system is vulnerable to large-scale internzl breakdcowns.
Subsequent investigations of the Northeast power failure have zliso
suggested that the power grid system is potentially vulnerable %o
sabotage. Regardless of cause, any occurrence of massive electriceal
outages has serious implications for U.S. command and contrcl and

defensive capabilities.

(8) The Northeast power failure also demonstrated that some
command and contrel facilities--including the NMCC and other parts
of the Pentagon--were not adequately protected agaih#t the eventuality
of a possible future massive outage of this type, and that additional
efforts were required to provide adequate backup or emergency power

sources for these critical facilities.

Organizational and Procedural Deflclenciles

(S) The Northeast power failure revezled various deficiencles

" in the capability of U.S. commané and control agencies (1) to detect,
investigate, and assess the causes, scope; and effects df.the failure,
and (2) to communicate this information in z timely and effective

manner to appropriate civil and military authorities.

(S) Specific organizational and procedural deficiencies

identified in this study, include the following:
1. .Delayed detection of the failure znd unsystemztic

transmittal of information about its occurrence to the various command

and control centers.
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2. Delayed and unsystematic notification of the appro-

priate civil and military command zuthorities.

3. Failure by various centers to grasp the naticnel
security implications of the power outage ané a consequernt undue delay
in the investigation of its czuse, source, scope and effecte.

4, Too heavy &z reliance on informaticn derived from the

tress services and the mass mecdiz of communication; ané corresponding
feilure to utlllize available communication facilities zdequeately in

order to canvass primary sources of information.

5. Inadequate utilizetion and integretion of ¢dlagnostic
data that could have been derived from such existing monitoring and
detection systems as the Bomb Alearm Communicator's Display console

and DCA communication network monitoring equipment.

6. Inadequate laterzl communication ¢f information between
and amecng the various command and control centers, resulting in
unnecessary duplication cf effort and failure to integrate infermaticn
in 2 form most useful for responsible command authorities and other

officials.

7. Lack of well-established or understood procecdures for
undertaking increased precautionary and readiness measures in 2

domestic crisis of this type.

8. Too ready an acceptance of initial information that the
power fallure was caused by an internzl breakdown; too littlie ztten-

tion given to the possibility that 1t might have resulted Irom sabotage

9. Lack.of capability to conduct rapid investigation of

the cause and source of power failures.

10. Inadequate guldelines and procedures for the release of

information to the mass media of communication and tpo the public.

(S8) Although various steps were taken by the responsible command
and control centers to correct some of the organizational and proce- .

dural deficiencies revealed by the power fallure, these steps appear
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to be piecemezl &nd unsystematlc in nature; too closely oriented to
power fzllures per se; and not sufficlently related to the problems

£ interagency communiceation and coordination.

(£) ©Cn a more general level cf analysis, thils study suggests
that the power failure reveazled more basic problems in organizational
capability to monitor, detect, and investigszste potentizl threats and
édangers in the domestic zrena. Current communication facilities and
systems zre not being adegquately used for constant monitoring of the
full spectrum of threats to national security. Moreover, the present
division of labor between and among the various command zné contrel
centers--military and civlilian-~does not appear to be zdequate o
insure that threat ané danger detection, investigation, notification,
and warning functions will be handled in a timely, efficlent, and

coordinated manner.

(S) Because many of the deficiencies noted in this report
transect the responsibillity and cognizance of meny different federsl
agencies of geovernment, future correctivé and remedial actions cannot
be limited to those that fall solely within the purview of 2 single

agency.

B. RECOMMENDATIONS

(8) It is recommended that the corrective and remedial measures
taken in response to the Northeast power failure be re-examined in

the light of the findings and ccnclusions of this report.

(S$) 1In any re-examination of the problems revealed by this
analysis, it i1s recommended that critical attention be given to the

Tfollowing suggestions:

1., The development of a capablility for more rapid consoli-
dation, integration, and communication of information that can be
derived from existing danger detecticn, monitoring, and diagnostic
systems.

2. Further efforts to develop highly expert commandé and

control center staffs, having a comprehensive knowledge ¢f the entire
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civil ané militery commznd and control structure znd the channels of
ccrimur:icztion between and among the various elemesnts ¢l the structure.

3. The establishment ¢f betier integration arnd cocriinz-
actlivicy between OCD and OZPF in monitoring ané handling
routine heazerds, dangers, crises, and disasters, as well ac pcssible
nuclezr attzck situetions.

Y. The further study of existing network mernitering.
systems--both governmentzl and commercizl--to determine how they could
be used most effectively, both individually and collectively, as
cilzgnostic tools in threat and danger detecticon.

5. The Iurther study of the vulnerability cf criticszl
nztional networks (electric power grids; telephone and telegraph;
radio and TV broadcasting; natural gas and petroleum pipelines; zir,
rzil, and water transportation systems, etc.) both to externzl zattack
and to sabotage. Farticular zttention should be given te systematic
studles of the vulnerability of the power znd communications systems
to sabotage and of the measures that might be taken to counter cr
mirimize this type of threat tTo these systems.

6. The further study of the prcocgressive degradation that

1

of a preolonged power

ct

may occur at criticzl facilities 25 a resu
cutage and the lack of backup power :or support activities and
functions.

7. The further consideration cof the desirablilitcy &and feasi-
bility of providing protected prime source power (with commercizl

‘power backup) for all offices and activities in such criticel
facilities as the White House, the Pentagon, Military Headguarters
installations, SAC bases, etc.

8. Additional, systematic study of interagency communica-
tion and coordination in the Northeast power failure cf 9-10-November
1965, The data collected for the present study would permit further
znalyses of the interactions and communication zctivities of the
various responsible centers. Additionzl, detailed comparisons of the

communication logs and other available data would permit further

o
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refinement of the findings and conclusions
report.

further study of interzgency coordination irn

.domestic crisis events that may occur in the
h)

'_. ¥
Lt
j—

both

Tutu

=
-,



